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summary schedule of prior federal audit findings. The report will be distributed to any pass-through
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the schedules of findings and questioned costs or the summary schedule of prior federal audit findings.
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Louisiana.
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LOUISIANA LEGISLATIVE AUDITOR
DARYL G. PURPERA, CPA

March 31, 2010

To the Governor, Members of the Legislature, and Taxpayers of Louisiana

The Legislative Auditor audits the activities of state departments, agencies, universities, and
other organizational units to ensure accountability and to review compliance with certain laws
and regulations relating to financial matters. The audit scope encompasses both state and
federal funds. The State of Louisiana Single Audit Report, along with the state’'s
Comprehensive Annual Financial Report, provides an overview of the financial operations of
Louisiana state government for the fiscal year ended June 30, 2009.

The state’s June 30, 2009, basic financial statements were issued on December 31, 2009. This
year, we issued a qualified opinion on the statements because of a scope limitation on the audit
of the financial statements of Louisiana Citizens Property Insurance Corporation, a major
discretely presented component unit included in the state’s basic financial statements.

The State of Louisiana’s 2009 Single Audit Report includes an audit report on the Schedule of
Expenditures of Federal Awards, along with reports on compliance with laws and regulations
and internal control over financial reporting and federal programs for the state. This year’s
report contains matters that require the attention of state government. Of the 105 reported
findings, 43 are repeat findings from previous audits. Findings related to federal programs
include total questioned costs of approximately $23,920,692. The respective federal grantors
will ultimately determine the resolution of the questioned costs. For fiscal year 2009, we were
not able to obtain sufficient evidence to support an opinion on compliance with the allowable
costs/cost principles, activities allowed or unallowed, eligibility, and reporting requirements of
the CDBG - State-Administered Small Cities Program Cluster and with the allowable costs/cost
principles, eligibility, and reporting requirements applicable to the CCDF Cluster. In addition, we
issued an adverse opinion on the state’s compliance with the subrecipient monitoring
requirements applicable to the Hazard Mitigation Grant Program, the Homeland Security
Cluster, and the CDBG - State-Administered Small Cities Program Cluster. We also qualified
our opinion on the state’s compliance with various program requirements applicable to the
Unemployment Insurance Program, the Disaster Grants - Public Assistance (Presidentially
Declared Disasters) Program, and the Workforce Investment Act Cluster.

Material weaknesses were identified in the internal control over preparing complete and
accurate annual fiscal reports and for the lack of an effective internal audit function for several
entities. Material weaknesses in controls over compliance were also identified relating to the
opinion modifications noted above.

1600 NORTH THIRD STREET « POST OFFICE BOX 94397 « BATON ROUGE, LOUISIANA 70804-9397
WWW.LLA.LA.GOV « PHONE: 225-339-3800 * FAX: 225-339-3870



To the Governor, Members of the Legislature, and Taxpayers of Louisiana
March 31, 2010
Page Two

Louisiana’s governmental leadership faces many challenges as the rebuilding process
continues from the devastation our state suffered as a result of hurricanes Katrina and Rita.
Throughout this recovery period, we are committed to providing accurate, timely, and relevant
information to the legislature and taxpayers of Louisiana to assist them in addressing the
challenges facing our state.

Sincerely,

Daryl G. Purpera, CPA
Temporary Legislative Auditor
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Louisiana
Single Audit Report

EXECUTIVE SUMMARY

For the Fiscal Year Ended June 30, 2009

Introduction

The Single Audit Report for the fiscal year ended June 30, 2009, contains the Schedule of
Expenditures of Federal Awards along with the auditor’s report thereon. Also included are the
auditor’'s reports on internal control and compliance and other matters related to the financial
statements and internal control and compliance related to major federal award programs.
These audit reports are supported by the schedules of findings and questioned costs in the
accompanying report.

The Single Audit, as performed by the Legislative Auditor and other auditors, meets the require-
ments of the Single Audit Act as amended in 1996, and the associated U.S. Office of
Management and Budget (OMB) Circular A-133.

The Single Audit includes various departments, agencies, universities, and other organizational
units included in the Comprehensive Annual Financial Report of the State of Louisiana using the
criteria established by Governmental Accounting Standards Board Statement 14, The Financial
Reporting Entity.

Findings and Questioned Costs

As a result of auditing Louisiana’s basic financial statements and Schedule of Expenditures of
Federal Awards, we noted certain deficiencies concerning internal control and compliance with
laws and regulations. These deficiencies are presented in the schedules of findings and
questioned costs as described in the Table of Contents of the accompanying report.

A total of 105 findings were reported within this year's Single Audit Report. This total includes
43 findings (41%) that were repeat findings from a prior audit.

The 2009 Single Audit Report discloses questioned costs of $23,920,692, which are detailed
within the findings that are presented in the Schedule of Federal Award Findings and
Questioned Costs (Schedule C) of the accompanying report. The resolution of these
questioned costs will be determined by the respective grantors.

The following pages contain graphical descriptions of the trend of total findings over the past
five years, the number of repeat findings as compared to new findings for this fiscal year, and
the state’s reported questioned costs over the past five years.
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Trend of Questioned Costs
Over the Past Five Years
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Material Weaknesses in Internal Control
Financial Statement Findings

As a result of the 2009 Single Audit, the following 27 findings were considered to be material
weaknesses in internal control over financial reporting and are reported in detail in Schedule B
or Schedule C.

FS-09-BRCC-1 - Inadequate Controls Over Financial Reporting (Baton Rouge
Community College, Schedule B, page 15)

FS-09-DOA-1 - Lack of Internal Audit Function Over Information Technology Controls
(Division of Administration, Schedule B, page 17)

FS-09-GSU-1 - Inaccurate Annual Financial Report (Grambling State University,
Schedule B, page 18)

FS-09-GOHSEP-1 - Inadequate Preparation of the Annual Fiscal Report (Governor’s
Office of Homeland Security and Emergency Preparedness, Schedule B, page 21)

F-09-DHS-GOHSEP-2 - Inadequate LAPA Program Change Management (Governor's
Office of Homeland Security and Emergency Preparedness, Schedule C, page 158)

F-09-DHS-GOHSEP-5 - Lack of Information Technology Audits (Governor’s Office of
Homeland Security and Emergency Preparedness, Schedule C, page 162)

Xi
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FS-09-LCPIC-1 - December 2008 Rate-Filing Did Not Comply With State Law (Louisiana
Citizens Property Insurance Corporation, Schedule B, page 22)

FS-09-LCPIC-2 - Inaccurate and Incomplete Annual Fiscal Report (Louisiana Citizens
Property Insurance Corporation, Schedule B, page 23)

FS-09-LCPIC-3 - Inaccurate Calculation of Emergency Assessments on Premium
Changes (Louisiana Citizens Property Insurance Corporation, Schedule B, page 26)

FS-09-LCPIC-4 - Inadequate Loss Reserve Development Process (Louisiana Citizens
Property Insurance Corporation, Schedule B, page 27)

FS-09-LCPIC-5 - Inadequate Program/System Change Controls (Louisiana Citizens
Property Insurance Corporation, Schedule B, page 32)

FS-09-LCPIC-6 - Lack of an Internal Audit Function (Louisiana Citizens Property
Insurance Corporation, Schedule B, page 33)

FS-09-LCPIC-7 - Lack of Controls Over Administering and Monitoring User Access
(Louisiana Citizens Property Insurance Corporation, Schedule B, page 34)

FS-09-LCPIC-8 - Lack of Monitoring Over Service Providers (Louisiana Citizens
Property Insurance Corporation, Schedule B, page 36)

FS-09-LCPIC-9 - Noncompliance With Policy Take-Out Program Requirements
(Louisiana Citizens Property Insurance Corporation, Schedule B, page 38)

FS-09-LCPIC-10 - Noncompliance With State Eligibility Requirements (Louisiana
Citizens Property Insurance Corporation, Schedule B, page 40)

FS-09-LCPIC-11 - Uncertainty in Premiums Receivable (Louisiana Citizens Property
Insurance Corporation, Schedule B, page 41)

FS-09-LSUHSC(HCSD)-1 - Inadequate Control Over Financial Reporting (LSU Health
Sciences Center [Health Care Services Division], Schedule B, page 49)

FS-09-RSD-1 - Inaccurate Annual Fiscal Report (Recovery School District, Schedule B,
page 57)

FS-09-DOR-1 - Inaccurate Annual Fiscal Report (Department of Revenue, Schedule B,
page 59)

FS-09-ORM-1 - Inaccurate and Incomplete Annual Fiscal Report (Office of Risk
Management, Schedule B, page 60)

Xii



Louisiana
Single Audit Report

EXECUTIVE SUMMARY

For the Fiscal Year Ended June 30, 2009

FS-09-ORM-2 - Ineffective Internal Audit Function (Office of Risk Management,
Schedule B, page 62)

FS-09-DSS-1 - Inaccurate Annual Fiscal Reports (Department of Social Services,
Schedule B, Page 62)

FS-09-DSS-2 - Ineffective Internal Audit Function (Department of Social Services,
Schedule B, page 63)

FS-09-SOUTHERN SYSTEM-1 - Inaccurate Annual Fiscal Report Preparation (Southern
University System, Schedule B, page 64)

FS-09-SOUTHERN SYSTEM-2 - Ineffective Internal Audit Function (Southern University
System, Schedule B, page 67)

FS-09-DOTD-1 - Inadequate Preparation of the Annual Fiscal Report (Department of
Transportation and Development, Schedule B, page 68)

Opinions on Compliance
With Compliance Requirements Applicable to
Major Federal Programs

As a result of the 2009 Single Audit, auditors issued unqualified opinions on all of the major
programs except for the following:

17.225 - Unemployment Insurance (Qualified on Cash management and Eligibility)
(Schedule C, page 103)

97.036 - Disaster Grants - Public Assistance (Presidentially Declared Disasters)
(Qualified on Subrecipient monitoring) (Schedule C, page 164)

97.039 - Hazard Mitigation Grant (Adverse on Subrecipient monitoring) (Schedule C,
page 164)

CDBG - State-Administered - Small Cities Program Cluster (Adverse on Subrecipient
monitoring, Disclaimer on Activities allowed or unallowed, Allowable costs/cost
principles, Eligibility, and Reporting) (Schedule C, pages 97 and 101)

WIA Cluster - (Qualified on Subrecipient monitoring) (Schedule C, page 102)

CCDF Cluster - (Disclaimer on Allowable costs/cost principles, Eligibility, and Reporting)
(Schedule C, page 149)

Homeland Security Cluster - (Adverse on Subrecipient monitoring) (Schedule C,
page 164)

Xiii



Louisiana
Single Audit Report

EXECUTIVE SUMMARY

For the Fiscal Year Ended June 30, 2009

Material Weaknesses in Internal Control
Federal Award Findings

As a result of the 2009 Single Audit, the following 21 findings were considered to be material
weaknesses in internal control over compliance with federal program requirements and are
reported in detail in Schedule C.

F-09-CC-GSU-2 - Equipment and Real Property Management (Grambling State
University) (page 88)

F-09-CC-GSU-3 - Federal Schedules of Expenditures (Grambling State University)
(page 89)

F-09-CC-GSU-6 - Procurement and Suspension and Debarment (Grambling State
University) (page 93)

F-09-CC-RSD-3 - Noncompliance With Federal and State Equipment Management
Regulations (Recovery School District) (page 85)

F-09-HUD-EXEC-OCD-2 - Inadequate Controls Over the Road Home Homeowner
Assistance Program (Executive Department - Office of Community Development)
(page 97)

F-09-HUD-EXEC-OCD-3 - Inadequate Subrecipient Monitoring of the CDBG Disaster
Recovery Programs (Executive Department - Office of Community Development)
(page 101)

F-09-USDOL-LWC-2 - Inadequate Monitoring of Subrecipient Findings and A-133 Audits
(Louisiana Workforce Commission) (page 102)

F-09-USDOL-LWC-3 - Noncompliance With Administrative Rules for Interstate
Unemployment Compensation Benefit Payments (Louisiana Workforce Commission)
(page 103)

F-09-USDOL-LWC-5 - Weaknesses in Controls Over Remittance Processing System
(Louisiana Workforce Commission) (page 106)

F-09-ED-EDUC-2 - Noncompliance With Federal and State Equipment Management
Regulations (Department of Education) (page 109)

F-09-ED-GSU-10 - Federal Financial Reports/Cash Management (Grambling State
University) (page 129)

F-09-ED-GSU-14 - Verification (Grambling State University) (page 132)

Xiv
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F-09-ED-SUBR-1 - Return of Title IV Funds (Southern University and A&M College -
Baton Rouge) (page 133)

F-09-ED-SUNO-2 - Procurement, Suspension, and Debarment (Southern University at
New Orleans) (page 136)

F-09-ED-SUSH-1 - Davis-Bacon Act (Southern University at Shreveport-Bossier City)
(page 139)

F-09-HHS-DSS-2 - Child Care Cluster: Noncompliance With Program Requirements
(Department of Social Services) (page 149)

F-09-DHS-EXEC-OCD-4 - Inadequate Controls Over the Hazard Mitigation Program
(Executive Department - Office of Community Development) (page 156)

F-09-DHS-GOHSEP-2 - Inadequate LAPA Program Change Management (Governor's
Office of Homeland Security and Emergency Preparedness) (page 158)

F-09-DHS-GOHSEP-5 - Lack of Information Technology Audits (Governor’s Office of
Homeland Security and Emergency Preparedness) (page 162)

F-09-DHS-GOHSEP-6 - Lack of Proper LAPA Access and Segregation of Duties
(Governor’s Office of Homeland Security and Emergency Preparedness) (page 163)

F-09-DHS-GOHSEP-7 - Noncompliance With Subrecipient Monitoring Requirements
(Governor’s Office of Homeland Security and Emergency Preparedness) (page 164)

Expenditures of Federal Awards

In addition to auditing the state’'s financial statements, we examined expenditures of major
federal award programs administered by the State of Louisiana reporting entity. For fiscal year
ended June 30, 2009, the State of Louisiana reported over $16.0 billion in monetary and non-
monetary activity (including loan programs) for the federal award programs administered by the
state.

Major federal award programs within the State of Louisiana were identified on a statewide basis
in accordance with the criteria established by OMB Circular A-133 and the Single Audit Act as
amended in 1996. Major federal award programs for the year ended June 30, 2009, as defined
by the criteria mentioned above, accounted for approximately 94% of the state’s expenditures
(activity) of federal award programs for the year ended June 30, 2009.

The following graphs illustrate total expenditures of federal awards disbursed by the state.
Illustrations include the trend of expenditures (excluding loan programs) over the past five
years, total major versus other programs, and the percentage of total federal awards by federal
agency.
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Trend of Expenditures of Federal Awards
Over the Past Five Years
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(Appendix A)
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LOUISIANA LEGISLATIVE AUDITOR
DARYL G. PURPERA, CPA

December 31, 2009

Report on Internal Control Over Financial Reporting and on
Compliance and Other Matters Based on an Audit of Financial Statements
Performed in Accordance With Government Auditing Standards

HONORABLE BOBBY JINDAL, GOVERNOR

HONORABLE JOEL T. CHAISSON Il, PRESIDENT, AND
MEMBERS OF THE SENATE

HONORABLE JIM TUCKER, SPEAKER, AND
MEMBERS OF THE HOUSE OF REPRESENTATIVES

STATE OF LOUISIANA

Baton Rouge, Louisiana

We have audited the financial statements of the governmental activities, the business-type
activities, the aggregate discretely presented component units, each major fund, and the
aggregate remaining fund information of the State of Louisiana, as of and for the year ended
June 30, 2009, which collectively comprise the state’s basic financial statements and have
issued our report thereon dated December 31, 2009. Our opinion relating to the aggregate
discretely presented component units was qualified because of a scope limitation on the audit of
the Louisiana Citizens Property Insurance Corporation, a major component unit of the State of
Louisiana. Our report was also modified to include a reference to other auditors, emphasis of
matters regarding the impact of hurricanes Katrina and Rita, and an explanatory paragraph for
the implementation of a new accounting standard. We conducted our audit in accordance with
auditing standards generally accepted in the United States of America and the standards
applicable to financial audits contained in Government Auditing Standards, issued by the
Comptroller General of the United States.

Other auditors audited the financial statements of certain pension trust funds, enterprise funds,
and component units of government as described in our report on the basic financial statements
of the State of Louisiana. This report does not include the results of the other auditors’ testing
of internal control over financial reporting or compliance and other matters that are reported on
separately by those auditors. The financial statements of the LSU Foundation and the
Pennington Medical Foundation, both component units of the Louisiana State University System
(major component unit); the University Facilities, Inc., the University of Louisiana Monroe
Facilities, Inc., the NSU Facilities Corporation, and the Black and Gold Facilities, Inc., all
component units of the University of Louisiana System (major component unit); and the
Southern University System Foundation and the SUSLA Facilities, Inc., both component units of
the Southern University System (major component unit), which were audited by other auditors,
were audited in accordance with auditing standards generally accepted in the United States of
America, but not in accordance with Government Auditing Standards.

1600 NORTH THIRD STREET « POST OFFICE BOX 94397 « BATON ROUGE, LOUISIANA 70804-9397
WWW.LLA.LA.GOV « PHONE: 225-339-3800 * FAX: 225-339-3870
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As discussed in our audit report on the financial statements issued December 31, 2009, under
separate cover, the State of Louisiana suffered considerable damage from two major
hurricanes, Katrina and Rita, during August and September of 2005, resulting in the President of
the United States declaring Louisiana a major disaster area. Because of the severity of these
two separate events and the resulting losses sustained, it is unknown exactly what economic
impact recovery will have on state and local governments in Louisiana. Although federal
agencies have provided an increased amount of funding to address the recovery efforts, the
long-term effects of these events cannot be determined at this time.

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the State of Louisiana’s internal control
over financial reporting as a basis for designing our auditing procedures for the purpose of
expressing our opinions on the financial statements, but not for the purpose of expressing an
opinion on the effectiveness of the State of Louisiana’s internal control over financial reporting.
Accordingly, we do not express an opinion on the effectiveness of the State of Louisiana’s
internal control over financial reporting.

Our consideration of internal control over financial reporting was for the limited purpose
described in the preceding paragraph and would not necessarily identify all deficiencies in
internal control over financial reporting that might be significant deficiencies or material
weaknesses. However, as discussed below, we identified certain deficiencies in internal control
over financial reporting that we consider to be significant deficiencies.

A control deficiency exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent or detect misstatements on a timely basis. A significant deficiency is a control
deficiency, or combination of control deficiencies, that adversely affects the entity’s ability to
initiate, authorize, record, process, or report financial data reliably in accordance with generally
accepted accounting principles such that there is more than a remote likelihood that a
misstatement of the entity’s financial statements that is more than inconsequential will not be
prevented or detected by the entity’s internal control. We consider the deficiencies described in
Schedule B of the accompanying schedule of findings and questioned costs (pages 13 to 71) to
be significant deficiencies in internal control over financial reporting.
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A material weakness is a significant deficiency, or combination of significant deficiencies, that
results in more than a remote likelihood that a material misstatement of the financial statements
will not be prevented or detected by the entity’s internal control.

Our consideration of the internal control over financial reporting was for the limited purpose
described in the first paragraph of this section and would not necessarily identify all deficiencies
in the internal control that might be significant deficiencies and, accordingly, would not
necessarily disclose all significant deficiencies that are also considered to be material
weaknesses. However, of the significant deficiencies described previously, we consider items
FS-09-BRCC-1 (page 15), FS-09-DOA-1 (page 17), FS-09-GSU-1 (page 18), FS-09-GOHSEP-
1 (page 21), FS-09-LCPIC-1 through FS-09-LCPIC-11 (pages 22 through 41), FS-09-
LSUHSC(HCSD)-1 (page 49), FS-09-RSD-1 (page 57), FS-09-DOR-1 (page 59), FS-09-ORM-1
(page 60), FS-09-ORM-2 (page 62), FS-09-DSS-1 (page 62), FS-09-DSS-2 (page 63), FS-09-
SOUTHERN SYSTEM-1 (page 64), FS-09-SOUTHERN SYSTEM-2 (page 67), FS-09-DOTD-1
(page 68), F-09-DHS-GOHSEP-2 (Schedule C, page 158), and F-09-DHS-GOHSEP-5
(Schedule C, page 162) to be material weaknesses.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the State of Louisiana’s financial
statements are free of material misstatement, we performed tests of its compliance with certain
provisions of laws, regulations, contracts, and grant agreements, noncompliance with which
could have a direct and material effect on the determination of financial statement amounts.
However, providing an opinion on compliance with those provisions was not an objective of our
audit, and, accordingly, we do not express such an opinion. The results of our tests disclosed
instances of noncompliance or other matters that are required to be reported under Government
Auditing Standards and which are described in Schedule B (pages 13 through 71) and Schedule
C (pages 73 through 168) of the accompanying schedule of findings and questioned costs.

We also noted certain matters which we have reported in separate letters to management of the
State of Louisiana that are not required to be reported herein under Government Auditing
Standards.

The State of Louisiana’s responses to the findings identified in our audit are included in
Management's Corrective Action Plans and Responses to the Findings and Recommendations
(Appendix B) as listed in the table of contents. We did not audit the State of Louisiana’s
responses, and, accordingly, we express no opinion on them.
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This report is intended solely for the information and use of management, the Governor and
certain other statewide elected officials of the State of Louisiana and their appointees, others
within the entity, the Division of Administration, the Louisiana Legislature, and federal awarding
agencies and pass-through entities and is not intended to be and should not be used by anyone
other than these specified parties. Under Louisiana Revised Statute 24:513, this report is
distributed by the Legislative Auditor as a public document.

Respectfully submitted,

Daryl G. Purpera, CPA
Temporary Legislative Auditor
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LOUISIANA LEGISLATIVE AUDITOR
DARYL G. PURPERA, CPA

March 31, 2010, except for the
Schedule of Expenditures of Federal Awards,
dated December 31, 2009

Report on Compliance With Requirements Applicable to Each
Major Program, on Internal Control Over Compliance in
Accordance With OMB Circular A-133, and on the
Schedule of Expenditures of Federal Awards

HONORABLE BOBBY JINDAL, GOVERNOR

HONORABLE JOEL T. CHAISSON Il, PRESIDENT, AND
MEMBERS OF THE SENATE

HONORABLE JIM TUCKER, SPEAKER, AND
MEMBERS OF THE HOUSE OF REPRESENTATIVES

STATE OF LOUISIANA

Baton Rouge, Louisiana

Compliance

We have audited the compliance of the State of Louisiana with the types of compliance
requirements described in the Office of Management and Budget (OMB) Circular A-133
Compliance Supplement that are applicable to each of its major federal programs for the year
ended June 30, 2009. The State of Louisiana’s major federal programs are identified in the
Summary of Auditor's Results section (Schedule A, page 11) of the accompanying schedule of
findings and questioned costs. Compliance with the requirements of laws, regulations,
contracts, and grants applicable to each of its major federal programs is the responsibility of the
Governor and other statewide elected officials of the State of Louisiana and their appointees
(management). Our responsibility is to express an opinion on the State of Louisiana’s
compliance based on our audit. We did not audit compliance with those requirements by
Grambling State University and the Southern University System. Compliance with the
requirements by those universities was tested by other auditors whose reports have been
furnished to us. Our report, insofar as it relates to compliance with the requirements referred to
previously by Grambling State University and the Southern University System, is based solely
upon the reports of the other auditors.

The State of Louisiana’s basic financial statements include the operations of certain entities that
were audited by other external auditors as described in note P of Appendix A (page A-160).
During the year ended June 30, 2009, four of these entities expended a total of $193,279,173 in
federal awards, which is not included in the accompanying Schedule of Expenditures of Federal
Awards. Our audit, described in the following paragraph, did not include the operations of these
four entities because these component units engaged other auditors to perform an audit in
accordance with OMB Circular A-133.

1600 NORTH THIRD STREET « POST OFFICE BOX 94397 « BATON ROUGE, LOUISIANA 70804-9397
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Except as discussed in the following paragraph, we conducted our audit of compliance in
accordance with auditing standards generally accepted in the United States of America; the
standards applicable to financial audits contained in Government Auditing Standards, issued by
the Comptroller General of the United States; and OMB Circular A-133, Audits of States, Local
Governments, and Non-Profit Organizations. Those standards and OMB Circular A-133 require
that we plan and perform the audit to obtain reasonable assurance about whether
noncompliance with the types of compliance requirements referred to previously that could have
a direct and material effect on a major federal program occurred. An audit includes examining,
on a test basis, evidence about the State of Louisiana’s compliance with those requirements
and performing such other procedures as we considered necessary in the circumstances. We
believe that our audit provides a reasonable basis for our opinion. Our audit does not provide a
legal determination of the State of Louisiana’s compliance with those requirements.

As described in items F-09-HUD-EXEC-OCD-2 (page 97) and F-09-HHS-DSS-2 (page 149) of
the accompanying schedule of findings and questioned costs, we were unable to obtain
sufficient documentation supporting the compliance of the State of Louisiana with the
compliance requirements regarding allowable costs/cost principles, activities allowed or
unallowed, eligibility, and reporting applicable to the CDBG - State-Administered Small Cities
Program Cluster (CFDA 14.228, 14.255) and the requirements regarding allowable costs/cost
principles, eligibility, and reporting applicable to the CCDF Cluster (CFDA 93.575, 93.596), nor
were we able to satisfy ourselves as to the State of Louisiana’s compliance with those
requirements by other auditing procedures.

As described in items F-09-USDOL-LWC-3 (page 103), F-09-DHS-GOHSEP-7 (page 164), F-09-
USDOL-LWC-2 (page 102), and F-09-HUD-EXEC-OCD-3 (page 101) of the accompanying
schedule of findings and questioned costs, the State of Louisiana did not comply with
requirements regarding eligibility and cash management applicable to the Unemployment
Insurance Program and the ARRA - Unemployment Insurance Program (CFDA 17.225) and the
requirements regarding subrecipient monitoring applicable to the Disaster Grants - Public
Assistance (Presidentially Declared Disasters) (CFDA 97.036), the Hazard Mitigation Grant
Program (CFDA 97.039), the Homeland Security Cluster (CFDA 97.004, 97.067), the WIA
Cluster (CFDA 17.258, 17.259, 17.260), and the CDBG - State-Administered Small Cities
Program Cluster (CFDA 14.228, 14.255). Compliance with such requirements is necessary, in
our opinion, for the State of Louisiana to comply with requirements applicable to those
programs.
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In our opinion, because of the effects of honcompliance described in the preceding paragraph,
the State of Louisiana did not comply in all material respects with the subrecipient monitoring
requirements applicable to the Hazard Mitigation Grant Program (CFDA 97.039), the Homeland
Security Cluster (CFDA 97.004, 97.067) and the CDBG - State-Administered Small Cities
Program Cluster (CFDA 14.228, 14.255).

In our opinion, except for the noncompliance described in the two preceding paragraphs and
except for the effects of such noncompliance, if any, as might have been determined had we
been able to examine sufficient evidence regarding the State of Louisiana’s compliance with the
requirements of the CDBG - State-Administered Small Cities Program Cluster (CFDA 14.228,
14.255) regarding allowable costs/cost principles, activities allowed or unallowed, eligibility and
reporting and with the requirements of the CCDF Cluster (CFDA 93.575, 93.596) regarding
allowable costs/cost principles, eligibility, and reporting, the State of Louisiana complied, in all
material respects, with the requirements referred to previously that are applicable to each of its
other major federal programs for the year ended June 30, 2009. The results of our auditing
procedures and the reports of the other auditors also disclosed other instances of
noncompliance with those requirements, which are required to be reported in accordance with
OMB Circular A-133 and which are described in Schedule C (pages 73 through 168) of the
accompanying schedule of findings and questioned costs.

Internal Control Over Compliance

The Governor and other statewide elected officials of the State of Louisiana and their
appointees (management) are responsible for establishing and maintaining effective internal
control over compliance with the requirements of laws, regulations, contracts, and grants
applicable to federal programs. In planning and performing our audit, we considered the State
of Louisiana’s internal control over compliance with the requirements that could have a direct
and material effect on a major federal program in order to determine our auditing procedures for
the purpose of expressing our opinion on compliance, but not for the purpose of expressing an
opinion on the effectiveness of internal control over compliance. Accordingly, we do not
express an opinion on the effectiveness of the State of Louisiana’s internal control over
compliance. We did not consider the internal control over compliance with the requirements of
the federal award programs administered by Grambling State University and the Southern
University System. The internal control over federal program requirements for these universities
was considered by other auditors whose reports have been furnished to us. Our report, insofar
as it relates to the internal control used in administering federal award programs of these
universities, is based solely upon the reports of the other auditors.
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Our consideration of internal control over compliance was for the limited purpose described in
the preceding paragraph and would not necessarily identify all deficiencies in the State of
Louisiana’s internal control that might be significant deficiencies or material weaknesses as
defined below. However, as discussed below, we identified certain deficiencies in internal
control over compliance that we consider to be significant deficiencies and others that we
consider to be material weaknesses.

A control deficiency in an entity’s internal control over compliance exists when the design or
operation of a control does not allow management or employees, in the normal course of
performing their assigned functions, to prevent or detect noncompliance with a type of
compliance requirement of a federal program on a timely basis. A significant deficiency is a
control deficiency, or combination of control deficiencies, that adversely affects the entity’s
ability to administer a federal program such that there is more than a remote likelihood that
noncompliance with a type of compliance requirement of a federal program that is more than
inconsequential will not be prevented or detected by the entity’s internal control. We consider
the deficiencies in internal control over compliance described in Schedule C (pages 73 through
168) of the accompanying schedule of findings and questioned costs to be significant
deficiencies.

A material weakness is a significant deficiency, or combination of significant deficiencies, that
results in more than a remote likelihood that material noncompliance with a type of compliance
requirement of a federal program will not be prevented or detected by the entity’s internal
control. Of the significant deficiencies in internal control over compliance described in the
accompanying schedule of findings and questioned costs, we consider items F-09-HUD-EXEC-
OCD-2 (page 97), F-09-HUD-EXEC-OCD-3 (page 101), F-09-USDOL-LWC-2 (page 102), F-09-
USDOL-LWC-3 (page 103), F-09-USDOL-LWC-5 (page 106), F-09-CC-RSD-3 (page 85), F-09-
ED-EDUC-2 (page 109), F-09-DHS-GOHSEP-2 (page 158), F-09-DHS-GOHSEP-5 (page 162),
F-09-DHS-GOHSEP-6 (page 163), F-09-DHS-GOHSEP-7 (page 164), F-09-DHS-EXEC-OCD-4
(page 156), F-09-HHS-DSS-2 (page 149), F-09-ED-SUNO-2 (page 136), F-09-ED-SUSH-1 (page
139), F-09-CC-GSU-2 (page 88), F-09-CC-GSU-3 (page 89), F-09-CC-GSU-6 (page 93), F-09-ED-
GSU-10 (page 129), F-09-ED-GSU-14 (page 132), and F-09-ED-SUBR-1 (page 133) to be material
weaknesses.

Schedule of Expenditures of Federal Awards

We have audited the financial statements of the governmental activities, the business-type
activities, the aggregate discretely presented component units, each major fund, and the
aggregate remaining fund information of the State of Louisiana as of and for the year ended
June 30, 2009, and have issued our report thereon dated December 31, 2009.
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Certain portions of the Schedule of Expenditures of Federal Awards (Appendix A)
accompanying this report were not audited by us but were audited by other auditors whose audit
reports have been furnished to us, including federal award programs administered by Grambling
State University and the Southern University System. The federal award programs for these
universities reflect total activity and the federal government’s risk in their outstanding loan
balances of $205,075,660, which comprise approximately 1.21% of total activity and the federal
government’s risk in outstanding loan balances for the state as of and for the year ended
June 30, 2009. Our assurance, insofar as it relates to the amounts included for Grambling State
University and the Southern University System, is based solely upon the reports of the other
auditors.

Our audit was performed for the purpose of forming opinions on the financial statements that
collectively comprise the State of Louisiana’s basic financial statements. The accompanying
Schedule of Expenditures of Federal Awards (Appendix A) is presented for purposes of
additional analysis as required by OMB Circular A-133 and is not a required part of the basic
financial statements. Such information has been subjected to the auditing procedures applied in
the audit of the basic financial statements and, in our opinion, based on our audit and the
reports of the other auditors, is fairly stated in all material respects, in relation to the basic
financial statements taken as a whole.

As discussed in our audit report on the financial statements issued December 31, 2009, under
separate cover, the State of Louisiana suffered considerable damage from two major
hurricanes, Katrina and Rita, during August and September of 2005, resulting in the President of
the United States declaring Louisiana a major disaster area. Because of the severity of these
two separate events and the resulting losses sustained, it is unknown exactly what economic
impact recovery will have on state and local governments in Louisiana. Although federal
agencies have provided an increased amount of funding to address the recovery efforts, the
long-term effects of these events cannot be determined at this time.

The State of Louisiana’s responses to the findings identified in our audit are included in
Management's Corrective Action Plans and Responses to the Findings and Recommendations
(Appendix B) as listed in the table of contents. We did not audit the State of Louisiana’s
responses, and, accordingly, we express no opinion on them.
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This report is intended solely for the information and use of management, the Governor and
certain other statewide elected officials of the State of Louisiana and their appointees, others
within the entity, the Division of Administration, the Louisiana Legislature, and federal awarding
agencies and pass-through entities and is not intended to be and should not be used by anyone
other than these specified parties. Under Louisiana Revised Statute 24:513, this report is
distributed by the Legislative Auditor as a public document.

Respectfully submitted,

Daryl G. Purpera, CPA
Temporary Legislative Auditor

RRR:BQD:THC:dI

AUDIT REPORTS 099
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STATE OF LOUISIANA
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
Summary of Auditor's Results
For the Year Ended June 30, 2009

Financial Statements

Type of auditor's report issued: Qualified for Agagregate Discretely

Presented Component Units
Unqualified for all other opinion units

Internal control over financial reporting:

Material weakness(es) identified? _X_yes no
Significant deficiency(ies) identified that are not
considered to be material weaknesses? _X_yes none reported

Noncompliance material to financial statements noted? __yes _X no

Federal Awards

Internal control over major programs:

Material weakness(es) identified? _X_yes no
Significant deficiency(ies) identified that are not
considered to be material weaknesses? _X_yes none reported

Type of auditor's report issued on compliance for major programs:

Unqualified for all major programs except for: Opinion
17.225 - Unemployment Insurance Qualified
97.036 - Disaster Grants - Public Assistance

(Presidentially Declared Disasters) Qualified
97.039 - Hazard Mitigation Grant Adverse
CDBG - State-Administered Small Cities Program Cluster Adverse, Disclaimer
WIA Cluster Quialified
CCDF Cluster Disclaimer
Homeland Security Cluster Adverse

Any audit findings disclosed that are required to be
reported in accordance with Section 510(a)
of OMB Circular A-133? _X_yes no

(Continued)
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STATE OF LOUISIANA
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
Summary of Auditor's Results

Federal Awards (Cont.)

Schedule A

Identification of major programs:

CFDA Number - Name of Federal Program or Cluster

10.557 - Special Supplemental Nutrition Program for Women, Infants, and Children

SNAP Cluster

Child Nutrition Cluster

11.454 - Unallied Management Projects

CDBG - State-Administered Small Cities Program Cluster

17.225 - Unemployment Insurance

WIA Cluster

Highway Planning and Construction Cluster

84.031 - Higher Education - Institutional Aid

84.032 - Federal Family Education Loans

84.367 - Improving Teacher Quality State Grants

84.938 - Hurricane Education Recovery

Title I, Part A Cluster

Special Education Cluster (IDEA)

Vocational Rehabilitation Cluster

93.563 - Child Support Enforcement

93.658 - Foster Care - Title IV-E

93.667 - Social Services Block Grant

93.767 - Children's Health Insurance Program

93.779 - Centers for Medicare and Medicaid Services (CMS) Research,
Demonstrations and Evaluations

TANF Cluster

CCDF Cluster

Medicaid Cluster

Disability Insurance/SSI Cluster

Student Financial Assistance Cluster

97.036 - Disaster Grants - Public Assistance (Presidentially Declared Disasters)

97.039 - Hazard Mitigation Grants

Homeland Security Cluster

Research and Development Cluster

Dollar threshold used to distinguish between

Type A and Type B programs: $30,000,000
Auditee qualified as low-risk auditee? __yes _X no
(Concluded)
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STATE OF LOUISIANA
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
Financial Statement Findings
Page No

BATON ROUGE COMMUNITY COLLEGE
FS-09-BRCC-1 - Inadequate Controls Over Financial Reporting ........c..ccceevvvvviieinieeeeeevennnnn, 15
DIVISION OF ADMINISTRATION
FS-09-DOA-1 - Lack of Internal Audit Function Over

Information Technology Controls.............c..cccii 17
GRAMBLING STATE UNIVERSITY
FS-09-GSU-1 - Inaccurate Annual Financial Report.............cccccc 18
HOMELAND SECURITY AND EMERGENCY PREPAREDNESS,

GOVERNOR’S OFFICE OF

FS-09-GOHSEP-1 - Inadequate Preparation of the Annual Fiscal Report ............................ 21
LOUISIANA CITIZENS PROPERTY INSURANCE CORPORATION
FS-09-LCPIC-1 - December 2008 Rate-Filing Did Not Comply With State Law.................... 22
FS-09-LCPIC-2 - Inaccurate and Incomplete Annual Fiscal Report ..........ccccovvviiiiiiieeieeennnns 23
FS-09-LCPIC-3 - Inaccurate Calculation of Emergency

Assessments on Premium ChangesS........ccovuuiiiiiiiieeeeecviiie e 26
FS-09-LCPIC-4 - Inadequate Loss Reserve Development ProCesS..........ccoovvviiiiiieeeeeeennnnns 27
FS-09-LCPIC-5 - Inadequate Program/System Change Controls ...........cccccoviiiiiiieeeeeennnne 32
FS-09-LCPIC-6 - Lack of an Internal Audit FUNCHION ... 33
FS-09-LCPIC-7 - Lack of Controls Over Administering and

MONITOIING USEI ACCESS ....uvvieiiiieeeeiiiiiiee et e e ettt e e e e s e e e e e e e anaes 34
FS-09-LCPIC-8 - Lack of Monitoring Over Service ProViders..........ccccvvveiieeeeiniiiiiiiiieeeee e 36
FS-09-LCPIC-9 - Noncompliance With Policy Take-Out Program Requirements ................. 38
FS-09-LCPIC-10 - Noncompliance With State Eligibility Requirements .............ccccccveeeennnnne 40
FS-09-LCPIC-11 - Uncertainty in Premiums Receivable ............cccooiiiiiiee 41
FS-09-LCPIC-12 - Inadequate Controls for Securing and Monitoring Systems..................... 43
FS-09-LCPIC-13 - Inadequate Documentation of Information Systems................................. 44
FS-09-LCPIC-14 - Lack of Contracts for Information Technology Services............cccccceevnnne 46
FS-09-LCPIC-15 - Lack of Information Technology Policies and Procedures....................... 48
LOUISIANA STATE UNIVERSITY HEALTH SCIENCES CENTER

(HEALTH CARE SERVICES DIVISION)

FS-09-LSUHSC(HCSD)-1 - Inadequate Control Over Financial Reporting ..........cccoooeevveennes 49
FS-09-LSUHSC(HCSD)-2 - Failure to Bill and Record Professional Services...................... 50
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Financial Statement Findings (Continued)
Page No.
LOUISIANA STATE UNIVERSITY HEALTH SCIENCES CENTER
(SHREVEPORT)
FS-09-LSUHSC(SH)-1 - Failure to Capture and Bill for All Services Provided...................... 54
LOUISIANA STATE UNIVERSITY SYSTEM
FS-09-LSU-1 - Energy Efficiency Contract Contrary to State Law ...................oooooe. 55
RECOVERY SCHOOL DISTRICT
FS-09-RSD-1 - Inaccurate Annual Fiscal Report...........coooeeiiiii 57
REVENUE, DEPARTMENT OF
FS-09-DOR-1 - Inaccurate Annual Fiscal REPOIt ........ccoovviiiiiiii i 59
RISK MANAGEMENT, OFFICE OF
FS-09-ORM-1 - Inaccurate and Incomplete Annual Fiscal Report ...........ccoovvvviiiinieeereeennnnnn, 60
FS-09-ORM-2 - Ineffective Internal Audit FUNCLION ..........ccuiiiiiiiiieii e 62
SOCIAL SERVICES, DEPARTMENT OF
FS-09-DSS-1 - Inaccurate Annual Fiscal REPOIS ........coovvviiiiiiii e 62
FS-09-DSS-2 - Ineffective Internal Audit FUNCiON.............co 63
SOUTHERN UNIVERSITY SYSTEM
FS-09-SOUTHERN SYSTEM-1 - Inaccurate Annual Fiscal Report Preparation................... 64
FS-09-SOUTHERN SYSTEM-2 - Ineffective Internal Audit Function ..........................oooe. 67
TRANSPORTATION AND DEVELOPMENT, DEPARTMENT OF
FS-09-DOTD-1 - Inadequate Preparation of the Annual Fiscal Report ............ccccovvvveeieennnne 68
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BATON ROUGE COMMUNITY COLLEGE
FS-09-BRCC-1 - Inadequate Controls Over Financial Reporting

For the second consecutive year, Baton Rouge Community College’'s (BRCC) internal controls
over the financial reporting process did not detect errors and omissions timely. The Louisiana
Community and Technical College System (LCTCS) requires its colleges, including BRCC, to
prepare and submit an Annual Fiscal Report (AFR) for inclusion in the LCTCS AFR. LCTCS
provided a template and required the colleges to submit their AFR’s for the fiscal year ended
June 30, 2009, by August 25, 2009. Good internal controls over financial reporting include an
effective compilation and review process to ensure the accuracy and completeness of
information reported to LCTCS.

BRCC provided its AFR to LCTCS on August 25, 2009, but was not able to provide the
supporting roll-up schedule to the auditors until September 22, 2009. During our audit
procedures, we noted differences between the general ledger and the AFR and notified
management so corrections could be made. The final revision of the AFR with correcting
journal entries was provided to the auditors on October 19, 2009.

The following adjustments were made to BRCC's Statement of Net Assets; Statement of
Revenues, Expenses, and Changes in Net Assets; and notes to the financial statements
because of errors and accounts not included in the AFR.

The Statement of Net Assets included the following errors:

. Cash and cash equivalents and the related note were understated by $333,282
because of errors in payroll accruals.

. Receivables and the related note were understated by a net $24,217 because
student government receivables were omitted.

. Accounts payable and accrued liabilities and the related note were understated
by a net $701,348 because of omissions.

. Deferred revenues and the related note were understated by $49,372 because of
classification errors.

. Unrestricted net assets were overstated and restricted net assets understated by

$1,156,990 because of classification errors, which also required an adjustment to
the related note.
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The Statement of Revenues, Expenses, and Changes in Net Assets included the following
errors:

. Operating revenues - Tuition and fees were understated by $87,793 because of
an error in recording a prior year deferral.

. Operating revenues - Federal grants and contracts were overstated by $155,195
because of misclassification of a private grant.

. Operating revenues - State and local grants and contracts and nongovernmental
grants and contracts were understated by $89,599 and $195,139 respectively,
because of the misclassification of grants.

. Operating expenses - Institutional support expenses were understated by
$572,321 for errors in recording bad debt and depreciation expense.

Some of these same errors caused related adjustments to the Statement of Cash Flows,
resulting in a net adjustment of $363,565 to net cash provided (used) by operating activities and
$30,287 to net cash provided (used) by noncapital financing sources.

Additional adjustments to the notes to the financial statements included the following:

. The carrying amount for office space, as disclosed in the lease note disclosure,
was overstated by $73,357 because of an incorrect calculation of the bookstore
square footage.

. LASERS employer contributions, as disclosed in the pension note disclosure,
were overstated by $301,000.

As evidenced by errors and omissions of certain accounts detected by BRCC and the auditors,
management did not accurately compile or review its AFR before submitting it to the System
office. Failure to ensure accurate preparation of the AFR could result in misstatements because
of error or fraud.

BRCC's management should strengthen its internal controls over the financial reporting
process, to include a comprehensive review, to ensure the accuracy and completeness of
information reported in the AFR before submitting it to the System office. Management
concurred with the finding and recommendation and outlined a plan of corrective action (B-3).
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Additional Comments: Although BRCC concurred with the finding and recommendation,
management’s response indicated that it found the errors as a part of its ongoing review
process. Management did find many of the errors, but we communicated differences noted
between the general ledger and the AFR to BRCC staff before receiving notification that the
AFR was under further review by management. Adequate controls over financial reporting
should ensure a thorough review of the AFR for accuracy before submission to the System
office.

DIVISION OF ADMINISTRATION

FS-09-DOA-1 - Lack of Internal Audit Function Over
Information Technology Controls

For the second consecutive year, the Division of Administration (DOA) has not performed
internal audits to monitor, assess, and report on the effectiveness of the state’s centralized
information technology (IT) controls. The DOA Office of Information Services (OIS) is
responsible for the development, implementation, and support of statewide administrative
applications, including the Integrated Statewide Information Systems (ISIS), which is the
statewide accounting system. Adequate IT controls, as established by Control Objectives for
Information Technology (COBIT), require the monitoring and evaluation of internal control
processes for IT-related activities.

COBIT is a comprehensive set of best practices for IT management created by the Information
Systems Audit and Control Association (ISACA) and the IT Governance Institute. COBIT
provides a set of generally accepted measures, indicators, processes, and best practices to
assist in maximizing the benefits derived through the use of IT and developing appropriate IT
governance and control within an entity. COBIT further provides that adequate IT governance
and control requires assurance about the conformance of IT with relevant laws and regulations,
organizational policies and procedures, generally accepted practices, and effective and efficient
performance of IT activities. The current DOA internal audit function does not have adequate
resources to provide this assurance which would require periodic monitoring and evaluation
through internal audit IT reviews. Given the magnitude of state dollars processed through
statewide information systems, the DOA should dedicate resources to ensure the internal audit
function is capable of performing IT reviews. Without an effective IT internal audit function,
there is an increased risk that management will be unable to adequately monitor and assess the
effectiveness of IT controls.

The DOA should allocate appropriate resources to ensure that internal audit IT reviews are
performed to monitor, assess, and report on the effectiveness of the state’'s centralized IT
controls. Management concurred with the finding and recommendation and outlined a plan of
corrective action (B-6).
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GRAMBLING STATE UNIVERSITY
FS-09-GSU-1 - Inaccurate Annual Financial Report

For the third consecutive year, Grambling State University (university) did not compile an
accurate AFR. As authorized by Louisiana Revised Statute (R.S.) 39:79, the commissioner of
administration through the DOA’s OSRAP prescribes the content and format for the preparation
of the university’s AFR, which is then submitted to the Office of Legislative Auditor for audit and
to the University of Louisiana System (System) office for inclusion in the AFR for the System.
To maintain the university’s accreditation with the Southern Association of Colleges and
Schools (SACS), it was required to provide SACS with a review report on its AFR by the middle
of September. To comply with this requirement, the university submitted its AFR to auditors for
review earlier than the prescribed deadline established by the System.

Good internal control and sound business practices require that (1) accounting records and
reports reflect all financial transactions incurred by an entity for the reporting cycle;
(2) subsidiary records be routinely reconciled to control records for consistency; and (3) reports
be reviewed by competent members of management for accuracy and compliance with
applicable requirements.

A review of the university’'s AFR for the fiscal year ended June 30, 2009, disclosed the following
errors which resulted in significant adjustments to the financial statements:

. Management inaccurately classified net assets resulting in a net overstatement
of restricted expendable net assets and a net understatement of unrestricted net
assets totaling $2,093,387 on its Statement of Net Assets (SNA). The correction
of these errors also required a related adjustment to the note disclosure for
restricted net assets.

. Management overstated the noncurrent liability for other postemployment
benefits by $77,657 on the SNA which also resulted in overstatements to several
operating expense accounts on the Statement of Revenues, Expenses, and
Changes in Net Assets (SRECNA) and an understatement of unrestricted net
assets.

. Management overestimated the current portion of compensated absences by
$329,964 causing an overstatement of the current portion of compensated
absences and an understatement of the noncurrent portion of compensated
absences. This also required adjustment to the related note disclosures for
compensated absences and long-term liabilities.
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Management incorrectly used $6,915,275 of contract revenues to reduce the
related expenses, resulting in the understatement of auxiliary revenues and
expenses by $5,587,817 and of state and local grants and contract revenues and
academic support expenses by $1,327,458 on the SRECNA.

Management incorrectly classified $377,895 of Federal Supplemental
Educational Opportunity Grant revenues, resulting in an overstatement of federal
grants and contract revenues and an understatement of federal nonoperating
revenues on the SRECNA.

Management incorrectly classified $2,587,558, resulting in the overstatement of
operations and maintenance of plant expenses and the understatement of loss
on disposal of capital assets on the SRECNA.

Management implemented a new automated reporting module in its financial
reporting system and did not map $669,270 of expenses to the correct expense
accounts, resulting in the overstatement of institutional support expenses and the
understatement of operations and maintenance of plant expenses on the
SRECNA.

Management did not use the correct beginning net assets balance on the
SRECNA, resulting in an overstatement of beginning net assets and auxiliary
expenses of $44,356.

Seven different versions of the Statement of Cash Flows (SCF) were provided by management
to the auditors. While some of the errors noted above resulted in adjustments to the SCF, other
errors in the numerous revisions required additional adjustments. The following is a summary of
errors of $1 million or more in the initial SCF provided to the auditors, which required
subsequent audit and/or agency adjustments:

Grants and contracts were overstated by $10,003,937.

Auxiliary enterprise receipts were understated by $5,588,417.

Payments for employee compensation were understated by $1,495,785.
Payments for supplies and services were understated by $2,931,288.
Other noncapital financing receipts were understated by $12,706,495.
Capital appropriations received were overstated by $5,551,284.

Purchases of capital assets were overstated by $2,963,726.
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. Proceeds from sales and maturities of investments were understated by

$87,937,420.

. Purchases of investments were overstated by $89,103,916.

. Operating loss was understated by $9,996,924.

. Deferred revenue was understated by $1,378,296.

. Noncash investing, noncapital financing, and capital and related financing

transactions were understated by $8,138,842.

Other adjustments were also necessary to correct the presentation in the Deposits with
Financial Institutions and Investments notes and the Debt Service Reserve note. Investments
totaling $28,362,419 were incorrectly reported as having concentrated credit risk. Management
failed to disclose $928,047 of deposits that were uninsured and uncollateralized and failed to
correctly disclose the interest rate risk for investments totaling $6,837,984. Management did not
disclose the $5,370,766 reserve requirement or the $6,000,255 reserves available for
maintenance revenue bonds.

Two additional proposed adjusting entries were identified for the financial statements and notes
that we did not consider material or significant. The proposed adjusting entries were prepared
and presented to management for consideration.

Management of the university does not adequately analyze and adjust the accounts in its
accounting system prior to closing the system and preparing its AFR. In addition, supporting
schedules and work papers are not prepared and agreed to the supporting accounting records
prior to the preparation of the financial statements. As a result, the university’s financial
information submitted to the auditors for the review engagement and to the System required
significant time and effort by the auditors to identify and correct errors which should have been
detected by management. Furthermore, failure to timely analyze accounts and identify errors
subjects university assets to potential fraud and/or abuse.

Once again, we recommend that university management should immediately begin analyzing
and reconciling all accounts and should make all adjustments necessary to the records to reflect
current, accurate financial information. In addition, management should develop a compilation
process that requires the timely reconciliation of all general ledger accounts to subsidiary or
supporting records and schedules. The compilation process should include the performance of
analytical procedures and a high level supervisory review of financial information and note
disclosures to detect and correct errors in a timely manner before submitting that information to
the System and the Louisiana Legislative Auditor. Management concurred with the finding and
recommendations and outlined a plan of corrective action (B-40).
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HOMELAND SECURITY AND EMERGENCY PREPAREDNESS,
GOVERNOR'’S OFFICE OF

FS-09-GOHSEP-1 - Inadequate Preparation of the Annual Fiscal Report

For the third consecutive year, the Governor's Office of Homeland Security and Emergency
Preparedness (GOHSEP) did not submit an accurate AFR and Schedule of Expenditures of
Federal Awards (SEFA) to the DOA’s OSRAP. R.S. 39:79 authorizes the commissioner of
administration to establish the format of each agency's AFR and requires a signed affidavit that
the AFR presents fairly the financial position of the agency. Good internal control over financial
reporting should include adequate procedures to record, process, and transmit financial data
needed to prepare an accurate and complete AFR, including the SEFA; adequate training and
supervision of staff; and a review process that will identify preparation errors and correct those
errors before submitting the reports to OSRAP for inclusion in the state’s Comprehensive
Annual Financial Report (CAFR) and the Single Audit.

GOHSEP submitted an AFR packet to OSRAP by the original due date of August 31, 2009, but
the AFR contained several material and significant errors in the accrual calculations. GOHSEP
revised the accruals on September 2, 2009, and again on September 16, 2009. Audit
procedures revealed that the revised AFRs still contained significant and material errors in the
accruals and note disclosures that necessitated correction by audit adjustments.

Audit Final Adjusted

Account Balance Original AFR 9/2 Version 9/16 Version Adjustments Version
Receivables:

Modified accrual $125,788,830 $125,788,830 $124,971,056 $124,971,056

Adjustment to full accrual 886,606,955 886,606,955 1,000,061,483 $112,028,079 1,112,089,562
Payables:

Modified accrual (6,853,960) 87,722,557 87,722,557 87,722,557

Adjustment to full accrual 1,156,151,613 1,156,151,613 1,192,412,327 (75,204,765) 1,117,207,562

GOHSEP submitted the SEFA to OSRAP by the due date of September 4, 2009; however,
errors with the pass-through entity information and recap form were noted by OSRAP and a
revised schedule was submitted on November 2, 2009. Audit procedures revealed that the
revised SEFA still contained the following errors: (1) the amount reported for the Public
Assistance program was understated by $2.4 million; (2) the recap of the Schedule 8 was not
prepared in accordance with OSRAP’s instructions; and (3) the reconciliation between the SEFA
and the financial statements included unsupported adjustments.

Management has not adequately trained its accounting staff in the OSRAP format,
Governmental Accounting Standards Board (GASB) requirements, or the U.S. Office of
Management and Budget (OMB) A-133 reporting requirements. In addition, management has
not developed an adequate review process to ensure that the AFR is accurately presented. The
lack of adequate review may allow misstatements from errors or fraud to occur and remain
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undetected. The failure to submit an accurate AFR could delay the compilation and issuance of
the state’s CAFR.

GOHSEP management should enhance its written compilation procedures to include all steps in
the compilation process, ensure that its AFR and SEFA are properly prepared and reviewed to
identify and correct errors before submitting these reports to OSRAP, and ensure that its
accounting staff is adequately trained in OSRAP, GASB, and OMB A-133 reporting
requirements. Management concurred with the finding and provided a corrective action plan
(B-60).

LOUISIANA CITIZENS PROPERTY INSURANCE CORPORATION
FS-09-LCPIC-1 - December 2008 Rate-Filing Did Not Comply With State Law

The Louisiana Citizens Property Insurance Corporation’s (Citizens) December 2008 rate-filing
did not comply with all requirements in state law. R.S. 22:2303 provides the requirements for
the board’s role in rate-setting; the commissioner of insurance’s role in rate-setting; the
frequency of rate changes; the noncompetitive nature of the rates; and the actuarial
requirements of the rates. Citizens’ rates are not intended to compete with private insurance
company rates and must be at least 10% higher than those of the largest insurers with certain
exemptions.

As described in the Performance Audit Division’s report Louisiana Citizens Property Insurance
Corporation 2008 Rate-Filing issued May 13, 2009, several aspects of law were not complied
with in the December 2008 rate-filing. In October 2008, Citizens submitted a rate-filing to the
commissioner requesting an overall average rate increase of 13.7%.

Citizens paid approximately $104,000 for an actuarial consultant to assist in its rate
determination and used that information in its initial rate-filing. The commissioner notified
Citizens’ management that he would not approve the actuarially indicated rates because of
pervasive data integrity issues and other deficiencies in the actuarial analysis. Then, without
board approval, Citizens' staff submitted a revised rate-filing with a lower average rate increase
of 7%, which was then approved by the commissioner and subsequently approved by the board.
Since the board did not pre-approve the formulas used by Citizens’ staff in setting the revised
rates, the board did not fulfill its statutory duty of adopting rate-setting formulas before
determining rates.

Citizens used the market survey conducted by the Department of Insurance in setting its rates
without evaluating the responses from the surveyed companies. Consequently, Citizens could
not have determined if the information was reliable. Because the actuarial information was not
used and the survey responses were not evaluated, this process may have inappropriately
resulted in noncompetitive rates in noncompliance with state law.
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As recommended in the Performance Audit, the Citizens board should vote to adopt rate-setting
formulas before determining rates. Citizens’ management should perform its own market
survey for future rate-filings or obtain and evaluate survey responses from the Department of
Insurance if the department does the survey. Citizens should ensure that its rate-filings are
actuarially justified as required by law to further ensure they remain noncompetitive.
Management concurred, in part, with our finding noting that it agreed the Citizens board needed
to review and approve rates and rating formulas before their effective date. Citizens’
management disagreed that the commissioner disapproved the actuarial data because of
“pervasive data integrity issues,” and provided that instead, the commissioner's disapproval was
that the data was unaudited at that time. See management’s response at B-73.

Additional Information: In a letter dated December 4, 2008, to Mr. John Wortman, CEO,
regarding Citizens FAIR and Coastal Plans residential rate revision, the commissioner of
insurance included, in part, the following statements:

With regard to the actuarial concerns, there are two categories that have been identified
by my actuarial staff. The first actuarial category of concern identifies pervasive data
integrity issues underlying the filing’s entire actuarial analysis. The second actuarial
category of concern deals with specific actuarial methods and assumptions.

The pervasive data integrity issues are significant and overriding to the entire actuarial
analysis presented in this filing.

The second category of actuarial concerns, though not as pervasive as the data integrity
issue, is significant to the actuarial analysis that determines the rates by parish for each
program.

However, without reliable historical data and supporting actuarial analysis, my staff and |
are unable to validate or agree with LCPIC’s actuarial calculations and assumptions set
forth in this rate filing.

The overall statewide rate change for residential programs was approved based on the market
survey data.

FS-09-LCPIC-2 - Inaccurate and Incomplete Annual Fiscal Report

Citizens did not submit an accurate and complete AFR to the DOA for the fiscal year ended
December 31, 2008. As authorized by R.S. 39:79, the commissioner of administration through
the DOA's OSRAP prescribes the content and format for the preparation of each entity AFR,
which is then used in the compilation of the state's CAFR in accordance with accounting
principles generally accepted in the United States of America. Good internal control includes
establishing a process to ensure that these financial statements are accurately prepared and
reviewed.

23



LEGISLATIVE AUDITOR
Schedule B

STATE OF LOUISIANA
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
Financial Statement Findings (Continued)

Citizens’ AFR submitted to OSRAP in September 2009 included the following errors and
omissions:

. Assets and liabilities were understated by $76,227,692 and had to be increased
to report reinsurance receivable as an asset as required by generally accepted
accounting principles, instead of netting it against liabilities.

. Assets and liabilities were overstated by $47,234,072 as Citizens incorrectly
included inter-fund balances due to and from other funds. These inter-company
accounts should have been eliminated from the combined financial statements.

. Assets and liabilities were overstated by $7,847,305 because of an erroneous
adjustment made by Citizens as part of a prior period adjustment.

. Current liabilities were overstated by $6,668,920 as Citizens recorded current
liabilities for collections of emergency assessments on its own policies. In
addition, current assets were overstated by $2,774,363 and revenue was
understated by $3,894,557 as Citizens failed to reduce receivables and increase
revenues for the emergency assessment collections.

. Assets and revenues were overstated by $960,344 as a Citizens’ computer
consultant erroneously removed premium payments thought to be duplicate
payments causing the payments not to be reflected in the financial statements.

. Citizens did not report $48,150,000 for the current portion of the bonded debt as
a current payable. The entire amount of bonded debt was reported as a long-
term liability.

. Citizens failed to report net assets as restricted for debt service of $74,322,314

and invested in capital assets net of related debt of $5,161,302. These amounts
were incorrectly included in the unrestricted net asset amount.

. Revenues were overstated by $7,847,305 as Citizens included a transaction in
prior period adjustments that should have netted to zero, but instead created
$7,847,305 current year revenue. In addition, Citizens included an additional
$4,161,064 prior period adjustment that was in error. Citizens incorrectly
included a line item on its operating statement for prior period surplus
adjustments, which should have restated the beginning net assets account
balance.

. The account “Net assets at beginning of the year, restated” was understated by
$14,887,127 as Citizens recorded transactions that affected beginning net assets
as change in allowance for doubtful accounts and prior period surplus
adjustments.
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. Citizens recorded $6,677,528 separately, as change in allowance for doubtful
accounts, instead of netting it against premiums earned.
. Prior period adjustments were not disclosed in the prior periods adjustment note

of the AFR (note AA) but were instead described in the accounting changes note
of the AFR (note N).

. Operating revenues of $7,924,541 were reported as nonoperating revenues.

. Operating revenues should have reported premiums earned of $282,311,752,
less premiums ceded of $96,549,785. Instead Citizens reported net premiums
written (direct less ceded) of $162,135,619 and changes in unearned premiums
(direct less ceded) of $23,626,348.

. Citizens recorded a Service Provider Fee payable of $6,548,606 separately,
instead of allocating the portion related to unpaid loss adjustment expenses to
the loss and loss adjustment expense liability and the portion related to unpaid
underwriting expenses to the accrued expenses, taxes, licenses, and fees
liability.

. Citizens’ Statement of Cash Flows included numerous adjustments; did not use
the correct amount of operating loss, which should have agreed to the amount
reported on the Statement of Revenues, Expenses, and Changes in Net Assets,
in the reconciliation of operating loss to net cash used by operating activities; and
reported five amounts totaling $2,667,349 as noncash activities for items that
were cash transactions.

In addition to these errors, two areas of concern were identified and are described as follows:

. Citizens did not verify the completeness and accuracy of premium and policy
data during 2008. As noted in the fiscal year 2007 audit finding titled “Premiums
& Claims,” Citizens did not have a testing, balancing, and reconciliation function
in place for the premium and claims cycles. Citizens did not use the Operational
Reporting and Balancing System (ORBS) to independently balance and reconcile
data until June 2009, after Citizens' statutory financial statements had been
prepared, and approximately six months after the end of the year.

. Citizens did not correctly account for the financing arrangements on the
settlement of a legal claim during 2008. The December 31, 2008, financial
statements include a current (short-term) receivable for $15,000,000, which is not
correctly classified and reported. The recorded receivable has not been received
at December 11, 2009. Citizens did not report the settlement funds as amounts
held in trust in the custody of the court. The settlement funds (which include the
$15 million recorded as a receivable) should have been reported as restricted
assets held in trust, with off-setting liabilities for the amount of the settlement
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losses to be paid. Citizens did not recognize the activity of the court during the
year, if any, which affected the balance of the settlement funds at December 31,
2008. If funds, such as the $15 million Citizens recognized as a receivable,
would have appropriately reduced the unfavorable outcome to Citizens, such
transaction should have been recorded as a reduction in the payable of the funds
in trust, not as a current receivable.

Citizens’ personnel made miscalculations, misclassified transactions, excluded transactions,
incorrectly adjusted prior year amounts, and used inaccurate data in their preparation of the
financial statements and the notes to the financial statements. In addition, the supervisory
review process was not effective in identifying the errors and/or omissions in the current and
long-term claims liabilities and related notes to the financial statements. Failure to submit an
accurate AFR can delay the compilation, issuance, and accuracy of the state's CAFR.
Furthermore, misstatements from errors or omissions may occur and remain undetected.

Citizens’ management should ensure that its AFR is properly prepared and should review the
financial information and note disclosures in its AFR to identify and correct errors before
submitting it to OSRAP and the legislative auditor. Management concurred in part with the
finding. See management’s response at B-74.

FS-09-LCPIC-3 - Inaccurate Calculation of Emergency
Assessments on Premium Changes

Citizens did not adjust the emergency assessment surcharge on its policies accurately and in
compliance with R.S. 22:2301(E). This statute requires that upon changes to a policy of
insurance during the term of the policy that results in an increase or decrease in premium, the
emergency assessment is to be adjusted and the amount the insurer shall owe or be owed is to
be computed on a pro rata basis for the term of the policy. Citizens is required to levy an
emergency assessment surcharge on policies written. The amount collected is a uniform,
statewide percentage that is determined annually and approved by the Louisiana Department of
Insurance. For 2008, this was 5% of the total written premiums.

Citizens did not update its Louisiana Plan Management System (LPMS) until February 2009 to
properly reflect the changes in statute that were effective January 1, 2008. Citizens’
noncompliance with R.S. 22:2301(E) has resulted in policyholders not being charged or
refunded emergency assessment amounts on policy premium changes. Because of LPMS
limitations, auditors could not determine the amount of the financial misstatement caused by the
noncompliance.

Management noted that it became aware mid-2008 that the system was not making the proper
emergency assessment adjustments. However, because of the complicated nature of the
calculations, the volume of transactions, and LPMS’ limitations, management was not able to
make any overall retrospective changes to correct the problem. Because Citizens did not
update its system in 2008, Citizens placed the burden on the policyholders to discover and seek
correction of the emergency assessment amount for their policies.
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Management should ensure the calculation and monitoring procedures over emergency
assessments result in emergency assessment surcharges that are accurate and in compliance
with state law. Management concurred in part to the finding. Management acknowledged that
system issues regarding emergency assessments remained in its LPMS until corrected in early
2009, but believes the impact of the error is approximately $220,000. See management’s
response at B-76.

Additional Comments: Citizens’ estimate of the approximate error amount of $220,000 does
not relate to the problems identified in the finding. The $220,000 is a net amount that was
derived from renewal policies that were cancelled before the effective date of the policy. This
finding relates to policies with changes to premiums during the term of the policy. We could not
determine the extent of the error.

FS-09-LCPIC-4 - Inadequate Loss Reserve Development Process

Citizens does not have an adequate process to develop loss and loss adjustment expense
(LAE) reserve liabilities. Citizens is required to estimate the ultimate cost of settling insurance
claims, including costs related to claims that were incurred but not reported, using past
experience adjusted for current trends. Management is responsible for its estimates and the
implementation of controls to ensure that the data used in deriving these estimates are
complete and accurate. Citizens engages an outside actuary to assist in the estimation of the
loss and LAE reserve liabilities based on data provided by Citizens.

Although an unfavorable judgment of $95 million was issued to Citizens on March 20, 2009, on
a class action suit related to prior years’ hurricane claims, there was no evidence that Citizens
made any provision in the reserve amount for this case or the other pending class action suits
and mass joinders. The appointed actuary’s Statement of Actuarial Opinion as of December 31,
2008, noted that the loss reserves carried by Citizens do not include provision for possible
unfavorable outcomes concerning four pending class action suits and 16 mass joinders against
Citizens. The actuary’s opinion states in part, “The scope of my opinion does not include any
provisions for these (or possible future) class action suits and mass joinders. Therefore, my
opinion is qualified in this regard.” In addition, during tests of loss claims and loss reserves,
auditors did not find any items within the recorded reserves tested that made provision for
amounts related to these class action suits and mass joinders.

Audit procedures identified various errors and deficiencies in the data that was relied on by the
appointed actuary to develop the estimate of reserves at December 31, 2008, as follows:

1. Case basis loss reserves related to system claims do not appear to include all
appropriate amounts at year-end. Auditors ran a query on loss payments issued
in the first three months of 2009 related to claims with (1) a loss occurrence date
prior to the end of 2008; (2) a loss report date prior to the end of 2008; and (3) no
reserve amount in the outstanding claim register. This procedure identified 4,257
payments totaling approximately $23 million. A review of the transactions
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identified errors indicating that case basis loss reserves did not include all
appropriate claims at December 31, 2008. Specific errors included the following:

. Reserves associated with several claims appear to have been closed out
as a result of advance (partial) payments coded as “final” payments in the
claims system.

. Reserves were not reestablished for claims with payments that were
issued and voided prior to year-end and were reissued subsequent to
year-end.

. Reserve balances were not established for certain claims although

documentation in the claim file at December 31, 2008, indicated that the
amount of the loss was known.

. Amounts related to off-system, manually processed claims were excluded
from direct case basis loss reserves for all accident years. At
December 31, 2008, these amounts were approximately $2.8 million for
case basis loss reserves and approximately $60,000 for LAE reserves.

2. Case basis loss reserve balances included approximately $1.4 million on claims
that were closed and had no loss reserves as of December 31, 2008.

3. Citizens did not appropriately classify paid LAE and LAE case reserves as
defense and cost containment (DCC) expenses or adjusting and other (A&O) in
accordance with the Statement of Statutory Accounting Principle (SSAP) No. 55.
As a result, DCC paid and case basis reserve data relied on by the appointed
actuary is inaccurate.

4, During a review of case reserves related to litigated claims, the following
discrepancies between reserves recorded by Citizens and the value of the loss
represented to the auditors by Citizens’ outside legal counsel were identified:

. One claim with a recorded reserve at December 31, 2008, of $220,000
was settled in 2007 and therefore should not have had a reserve balance
at December 31, 2008.

. Two claims with recorded reserves of $16,000 had probable outcomes
estimated in the range of $700,000 and $1.3 million based on information
from legal counsel.

. Seven claims with total recorded reserves at December 31, 2008, of
approximately $2 million were settled or tentatively settled in 2009 for
approximately $334,000. Citizens’ recorded reserves for these seven
cases ranged from $206,000 to $450,000 per claim, and the settlement
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(or tentative settlement) amounts ranged from $5,000 to $130,000 per
claim.

. Four claims with total recorded reserves of $1.2 million had probable
outcomes estimated in the range of $290,000 to $400,000 based on
information from legal counsel.

These conditions are the result of inadequacies in Citizens’ information systems and inadequate
procedures to ensure that loss information is complete and accurate. Furthermore, Citizens is
not timely updating case reserves to reflect the best available information. Failure to maintain
accurate and complete information related to losses and loss adjustment expenses hampers the
estimation process and increases the risk of material misstatement of liabilities and expenses
reported in the financial statements.

Management should establish an adequate process to develop and report estimated liabilities
for losses and loss adjustment expenses. This process should include formal procedures to
identify and fully compensate for inadequacies in Citizens’ information system that affect the
data used to develop the estimate of loss and LAE reserves. In addition, Citizens should
provide for the timely update of reserves to reflect the most complete and accurate available
information. Management did not concur with the finding and noted that the loss and LAE
reserves of $170 million were in the range of a detailed analysis conducted by the contracted
actuarial firm. Management stated in part that (1) the payments were made after the reserves
were established and the reserve is always different than the payment; (2) there have always
been manual commercial claims without case reserves included in the overall reserve process;
(3) the DCC and A&O classifications relate to timing; (4) the items mentioned in 4. in the finding
are very small misclassifications; and (5) lawyers do not set reserves for insurance companies.
See management’s response at B-79.

Additional Comments: Auditing standards require auditors to obtain and evaluate sufficient
appropriate audit evidence to support significant accounting estimates. Reviewing transactions
and events subsequent to the financial statement date are included among the procedures
prescribed by the auditing standards for auditors to use in evaluating management’s estimates.

The loss and LAE reserves reported in the financial statements are an estimate of the future
payments for claims related to insurable events that have occurred as of the balance sheet
date. These liabilities include provisions for claims that have been reported as of the balance
sheet date (case basis reserves) and provisions for claims that have not yet been reported as of
the balance sheet date (incurred but not reported reserves). The ultimate reserve liabilities
reported in the financial statements are actuarial estimates based on historical loss and loss
adjustment expense development adjusted for current trends. In 2008, an independent actuary
was engaged to assist in the estimation of the reserve liabilities.
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In the Actuarial Report on Unpaid Claim and Claim Expense Estimates as of December 31,
2008, the independent actuary stated in part that the actuarial firm relied upon the accuracy of
the Citizens’ data provided for their analysis and if the data is inaccurate or incomplete, their
estimates may need to be revised.

The independent actuary represented that he relied on Citizens’ case basis loss reserve and
paid loss data to determine loss development factors and that he applied these development
factors to Citizens’ case basis loss reserves and paid loss data to derive the estimate of loss
reserves reported in the financial statements. Because case basis loss reserves and paid loss
data are significant to the estimate of loss reserves, we performed procedures to determine
whether case basis loss reserves and paid loss data were reasonably complete and accurate.
The conditions identified in our finding demonstrate deficiencies and inaccuracies in the data
relied upon by the actuary.

Regarding class action lawsuits, management asserts that the “settlement of the Orrill class, by
law, eliminates the other classes” and therefore the settlement and IBNR reserves are adequate
for the outcomes related to class action suits. Based on our review of the existing information
on the cases, management's assertion is incorrect. There are different plaintiffs in the cases in
different parishes and different outcomes may occur. In March 2009, a trial court granted the
plaintiff's motions for summary judgment filed in December 2008 stipulating monetary damages
in excess of $92.8 million in the Oubre case.

Regarding numbered items in management’s response:

1. It is a common and prudent practice for auditors to determine the reason-
ableness of accounting estimates and estimation methods by comparing the
estimate to actual results. Although we do not consider the $23 million at-risk
population identified in our test work to be a known error, we do consider such a
large population to indicate that case loss reserves are most likely incomplete.
Moreover, management states that “. . . many insurers do not develop case
reserves; instead, they use bulk or factor reserves.” We acknowledge that it is
an acceptable practice in the industry to use other methods when statistical
analysis indicates that the ultimate development of the original reserves will be
lacking. However, management does not use this methodology.

2. Regarding the exclusion of off-system, manually processed commercial claims,
management asserts that these amounts are included in the IBNR portion of loss
reserves. While payments related to manually processed commercial claims are
included in paid loss development data submitted to the actuary, unpaid amounts
related to manually processed claims are excluded from case basis loss reserves
that are submitted to the actuary. Since the actuary considered case basis loss
reserves to be significant to his estimate of the ultimate loss liability, we consider
this condition to be an example of an inadequate process to prepare and submit
critical data to the actuary.
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3. Management asserts that the inclusion of reserve amounts related to claims that
were closed as of December 31, 2008 “. . . is a typical situation that relates to
timing . . .” However, this statement directly conflicts with actions taken by

management to correct this condition. In February and March of 2009, Citizens
investigated each of these claims to determine whether the claims were actually
closed at December 31, 2008. According to management, the results of this
undertaking indicated that substantially all of these claims should not have had a
reserve balance as of December 31, 2008, and the reserves on these claims
were subsequently closed in March 2009. While management contends that this
condition is “typical,” it seems unlikely that such corrective actions would have
been taken if this were the case. Because this condition represents an
inaccuracy in data that was significant to the actuary’'s reserve estimate, we
consider this evidence that management’s process needs revision.

4, Regarding the misclassification of LAEs, we believe that this error provides
further evidence to indicate that management’s process is inadequate. SSAP No.
55, Unpaid Claims, Losses and Loss Adjustment Expense requires insurers to
classify LAEs as either DCC expenses or A&O expenses. The actuary relies on
both paid and case reserve DCC to derive his estimate of LAE reserves.
Citizens’ information system does not have the capability to provide for these
classifications in accordance with SSAP No. 55. Given this system limitation and
the absence of other compensating controls, we believe this to be a deficiency in
management’s process to submit complete and accurate data to the actuary.

5. Management states that outside legal counsel is not responsible for Citizens’
reserve-setting process. This process is management’s responsibility. However,
communication should routinely occur among service providers, Citizens’ staff,
outside counsel, and actuarial consultants when reserves are established and
adjusted. Based on our audit procedures, we believe management’s current
process is insufficient. At any time, case basis reserves should reflect the best
information available, including information from outside legal counsel.

In a 2007 Louisiana Legislative Auditor Performance Audit Division report, it was
noted that reserves were not adjusted in a regular and consistent manner. In
many cases, the reserves were increased immediately before payment and
decreased immediately after payment. Reserves should reflect the most timely
and relevant information to date.
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FS-09-LCPIC-5 - Inadequate Program/System Change Controls

Citizens lacks adequate control over changes to its IT programs and systems. Good internal
controls would require that management monitor change requests to IT system applications and
ensure that program changes are properly evaluated, prioritized, authorized, documented,
monitored, and tested prior to implementation. In addition, the roles, tasks, and responsibilities
of service providers and customers should be defined; logs of all program/system changes
should be maintained; and program changes should be moved into production only when
approved by management and persons independent of the programmer.

Audit procedures identified the following:

. Citizens has not properly segregated duties over changes to programs and
systems and has not provided proper oversight and review of these changes.
The two vendors who maintain the Louisiana Plan Management System (LPMS),
Operational Reporting and Balancing System (ORBS), and the Louisiana
Citizens Data Mart (Datamart) have the ability to make changes to source code
and data and can have those changes moved into production without Citizens’
knowledge.

. Citizens does not have formal, documented procedures in place to ensure that all
changes to systems and data are authorized, prioritized, planned, tested,
reviewed, and approved prior to moving into the production environment.

. Citizens and its vendors do not adequately document reported problems and
related system changes and do not close all problems or change orders with
documented evidence of resolution.

Citizens has not placed sufficient emphasis on the creation, documentation, and enforcement of
formal change control procedures. The lack of program/system change controls increases the
risk that vendors may make unauthorized, erroneous, malicious, or fraudulent changes to
programs or data and move those changes to production without Citizens’ knowledge; data
errors and system downtime may occur because of inadequate planning, testing, and reviewing
changes; and changes to systems, programs, or data may not be known, understood, or
reparable by anyone except the person making the change. In addition, without current
contractual agreements, Citizens is unable to require these vendors to follow formal policies and
procedures.

Citizens’ management should implement procedures to ensure changes made to key programs
and systems are appropriately authorized, prioritized, planned, developed, tested, reviewed,
approved, and documented. In addition, management should require complete documentation
of all reported problems and change requests, monitor the progress, and ensure timely and
documented evidence of resolution. Management responded that all program changes are
reviewed, tested, and approved before changes are made to the system; there were no
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unauthorized changes; and the LPMS policy management system does not provide adequate
requirements for separation of duties. See management’s response at B-81.

Additional Comments: Our review and testing of Citizens’ procedures provided no evidence
to support management's assertion that all program changes are reviewed, tested, and
approved by Citizens.

If unauthorized changes have occurred, the lack of monitoring, inadequate segregation of
duties, inadequate access controls, and lack of documentation would not allow for their
detection. Therefore, Citizens’ management cannot support its statement that there have been
no such occurrences of unauthorized program changes.

Our review of the security capabilities within LPMS indicated that the system could support
adequate requirements for separation of duties if Citizens’ management dedicated adequate
resources to properly configure the system.

FS-09-LCPIC-6 - Lack of an Internal Audit Function

Citizens did not have an effective internal audit function in place to examine, evaluate, and
report on its internal controls, including information systems, and to evaluate compliance with
the policies and procedures that comprise internal controls. An effective internal audit function
is an independent appraisal activity within an entity for the review of accounting, financial, and
other operations. The overall objective is to carry out a program of tests of the financial and
operational activities and transactions to provide management with information about the
effectiveness (and efficiency) of established accounting and operational policies, procedures,
and controls and the extent to which they are being followed. Another objective is to prevent
and detect fraud through the performance of internal audit tests and procedures.

Management did not establish the internal audit function as a priority in 2008. An effective
internal audit function could assist Citizens in the following areas: (1) developing and testing
information technology controls; (2) establishing and testing financial reporting controls;
(3) testing compliance with applicable laws and regulations; (4) monitoring service providers;
and (5) identifying significant risk areas. Failure to establish an internal audit function increases
the risk that Citizens’ assets are not safeguarded and its policies and procedures are not
uniformly applied.

Management should establish an effective internal audit function to ensure that assets are
safeguarded and that management’s policies, procedures, and controls are applied consistently
in accordance with management’s intentions. Management concurred, in part, with the finding.
Management noted that Citizens has made progress in developing formal written policies and
procedures and internal controls and will continue to examine the benefits of a formal internal
audit function. See management’s response at B-85.
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FS-09-LCPIC-7 - Lack of Controls Over Administering and
Monitoring User Access

Citizens granted employees and nonemployees excessive, inappropriate access to the LPMS
and Fiserv, which allowed users the access to make changes to critical data, exposing Citizens
to potential error and fraud. LPMS is used for maintaining insurance policies and claims
processing. Fiserv is the general ledger system used for disbursements and financial statement
preparation. Citizens lacked proper controls over the granting and termination of user IDs in its
systems, lacked proper segregation of duties, and did not properly review and monitor accesses
granted.

Good internal controls require segregation of duties to reduce the ability of a single individual to
compromise a critical process. Also, personnel should perform only authorized duties relevant
to their respective jobs and positions, and only appropriately authorized individuals should be
granted access to system resources. In addition, when employees are transferred or
terminated, their access privileges to system and application resources should be removed
immediately.

Although it may be appropriate for a few designated employees to have “change” access to all
data in a particular system, this level of access should be granted on a strict business-need-only
basis and should be very tightly controlled and monitored. Most of the accesses listed below
have been in place since October 2005.

LPMS

As of May 2009, 137 active user IDs were granted “Consultants-SBS” role in the LPMS
database, allowing users the ability to make changes to any data in the system,
including, but not limited to, policies, agents, claims, claim payments, percentage
commissions paid to agents, policyholder addresses, billing history, and premium
amounts received or owed.

Of the 137 user IDs with these broad access rights:
. 77 belonged to Citizens’ employees;
. 15 could not initially be identified by Citizens; however, after several
months Citizens identified seven [two Property Insurance Association of
Louisiana (PIAL) employees, two PIAL employees who terminated, two
Department of Insurance employees, and an American Insurance
Association Board member] and labeled the other eight IDs as former
Citizens’ temporary employees;

. 22 were generic IDs;
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. 14 belonged to the service providers Bankers Insurance Group and First

Premium Insurance Group who are contractors assigned policies for
underwriting and claims administration;

. 7 belonged to employees of PIAL, three of whom have terminated
employment with PIAL; and

. 2 belonged to terminated Citizens’ employees. At the test date, one
employee had been terminated for nine months and the other for 12
months.

In addition, employees and nonemployees with LPMS user IDs were assigned the “SBS
Consultants” job title that enables the user to approve claims over $25,000 using the
LPMS claim approval screen. These included four unidentified users; one employee
who does not have a valid business need; five generic user IDs; one terminated PIAL
employee; and one service provider user.

We could not determine who had access to one generic user ID titled “Mail Clerk Claims”
that was inappropriately assigned the “Claims Manager” job title and can approve claim
payments totaling $25,000 or less and approve all loss adjustment expenses. This user
ID has existed since January 2006.

Fiserv

Within Citizens’ accounting section, job functions assigned and accesses granted to
employees did not appropriately segregate the functions of authorization, data entry,
generation, and review of disbursements. Because of excessive access granted to the
Fiserv application, users were allowed access to make unauthorized changes to
accounting data that included, but were not limited to, payee names, addresses,
disbursement amounts, and journal entries. Of the 18 active user IDs:

. 14 had full administrative access allowing any change in the Fiserv
system and 13 of the 14 also had full access to LPMS through the
Consultants-SBS role, and

. 4 had profiles with rights to change vendors, claimants, and disbursement
data and three of the four also had full access to LPMS through the
Consultants-SBS role.

In addition, all 13 employees in the accounting section plus seven additional users had
access to a shared directory on the network that gave them the ability to alter bank
reconciliations and unencrypted batch files used to post payments and process
disbursements.
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Citizens’ management allowed numerous users to work around LPMS malfunctions in the
period surrounding hurricanes Katrina and Rita in 2005 by assigning the Consultants-SBS role,
and thereafter continued to grant this access because of a lack of formal procedures and a
limited technical knowledge of LPMS. Citizens has not adequately defined its security
administrator function and has no formal written security policies and procedures for granting
user IDs. In addition, Citizens does not have an adequate definition of authority and
responsibility to use as a basis for defining security permissions and roles and for designing
forms to be used to approve access rights.

Although Citizens has certain controls to detect unauthorized payments and errors, most of the
users with these accesses granted could potentially bypass these controls undetected. Also,
because Citizens does not monitor the logs in these systems for unauthorized activity, the risk
of error or fraud increases for claim payments, adjustment of premiums, policy issuance, and
bank and system reconciliations. Without formal procedures for granting and removing access
rights, Citizens may be unable to effectively track, appropriately assign, and remove accesses
for employees and nonemployees to prevent future unauthorized access.

Citizens’ management should (1) review job descriptions to develop or identify appropriate
system access profiles; (2) assign system and network accesses according to job function
based on business need and classification of data; (3) create a detailed system access request
form for use in granting and revoking access; (4) develop, implement, and follow appropriate
access policies and procedures; (5) produce user access reports for supervisors to routinely
search for inappropriate access; and (6) consider minimizing or eliminating the use of the
Consultants-SBS role. Management concurred in part with the finding. Management concurred
that the Consultants-SBS role was too broad and noted that all but three users have been
eliminated. In addition, management provided that Fiserv job descriptions and needs have
been reviewed and access has been reduced. See management’s response at B-83.

Additional Comments: Given the broad accesses granted to user IDs and the lack of system
monitoring controls, neither Citizens nor the auditors could support management’s assertion that
it has never had any unauthorized access or changes made to programs or data in its systems.

FS-09-LCPIC-8 - Lack of Monitoring Over Service Providers

Citizens did not perform adequate monitoring or internal audits on the procedures, controls, and
transactions processed at the three service providers that Citizens used to perform insurance
policy administration and the related claims services for policyholders. Citizens also did not
obtain Type I, Statement on Auditing Standards No. 70: Service Organizations (SAS 70)
reports on its service providers. Good internal controls require an entity to monitor, review, test,
and evaluate the transactions controlled or affected by its service providers to ensure data
integrity, completeness, and accuracy. One means of gaining assurance on the controls within
a service organization is through Type Il, SAS 70 reports.
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SAS 70 is an auditing statement issued by the American Institute of Certified Public
Accountants (AICPA). Service organizations are typically entities that provide outsourcing
services that impact the control environment of the company using the service. Citizens had
contracts with three service providers in 2008 to provide policy administration and policyholder
claims-related services. SAS 70 provides guidance to service auditors when assessing the
internal controls of a service organization and issuing a service auditor’s report. SAS 70 also
provides guidance to auditors of financial statements of an entity that uses one or more service
organization. A Type Il service auditor’s report, as per SAS 70, includes the service auditor's
opinion on the fairness of the presentation of the service organization's description of controls
that had been placed in operation and the suitability of the design of the controls to achieve the
specified control objectives and whether the specific controls were operating effectively during
the period under review. The contracts between Citizens and its service providers do not
require that the service providers obtain Type Il, SAS 70 reports.

Citizens’ employees were not required by internal policy to review transactions in amounts less
than the Service Provider Authority Threshold, which include general claims under $25,000 and
catastrophic claims up to $75,000. The claims that were less than the service provider’s
authority threshold comprised 60,547 out of 61,229 claims (99%) in 2008. The lack of review
and approval of these transactions by Citizens’ employees increases the risk that there may be
errors or fraudulent activity related to claims loss payments within the service provider's
authority threshold amounts and could result in misstatements to the financial statements. This
risk emphasizes the need for monitoring of the service centers.

Although the contracts with the service providers do not require Type IlI, SAS 70 reports, the
contracts do provide that Citizens can perform operational audits at the service centers.
Citizens did not conduct operational audits of the service centers in 2008. Although Citizens did
contract for some review services in 2009 after the fiscal year under audit, those procedures
were not an adequate substitute for obtaining Type I, SAS 70 reports on the service providers.

Citizens placed its faith in the performance of the service providers without externally monitoring
that performance. Failure to perform sufficient operational audits or to obtain Type Il, SAS 70
reports on each of its service providers results in the inability to ensure that procedures and
controls are being applied in accordance with Citizens’ intentions and regulations and increases
the risk that contract terms are not being followed, which could result in errors, overpayments,
financial misstatements, or fraud.

Management should institute controls to monitor, review, internally audit, and evaluate the
performance of its service providers. Citizens should prepare, sign, and enforce contracts with
all service providers that clearly define Citizens’ expectations from its service providers and
require Type Il, SAS 70 audits from those service providers. Management concurred in part
with the finding. Management concurred that Type II, SAS 70 reports were not obtained on the
service providers, but noted that Type |, SAS 70 reports were available for two service providers
and operational reviews were conducted in 2007, 2008, and 2009. See management’s
response at B-86.

37



LEGISLATIVE AUDITOR
Schedule B

STATE OF LOUISIANA
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
Financial Statement Findings (Continued)

Additional Comments: Type Il, SAS 70 reports were not obtained and operational reviews
were not performed in the year under audit, 2008.

In response to our requests for copies of all SAS 70 audits, Citizens’ management provided one
Type |, SAS 70 report on BinTech Partners, Inc., which according to Citizens’ management is
wholly owned and one of the new companies under Bankers Insurance Group (a Citizens’
service provider). We were not informed of or provided a second Type I, SAS 70.

In the Type | report we were given, the service auditor noted that he did not perform procedures
to determine the operating effectiveness of controls for any period and expresses no opinion on
the operating effectiveness of any aspects of BinTech’s controls. His opinion addressed the
“description of controls.” A Type I, SAS 70 report does not provide Citizens’ management with
assurance that service providers’ controls are operating effectively. Considering the extent of
the transactions processed by service providers that are also not reviewed or approved by
Citizens' employees, this lack of assurance is critical.

Our review and testing of Citizens’ procedures provided no evidence to support management’s
assertion that monitoring procedures at the service centers were in place for 2008. The
examples of operational reviews provided by management included a follow-up by the service
provider itself for concerns Citizens determined in 2007, and two chartered property casualty
underwriter’s reports on limited procedures performed on the three service providers.

One chartered property casualty underwriter’'s report was related to two service providers and
described limited procedures that included samples of 16 Hurricane Gustav claims for one
provider and 29 claims from the other provider to review “claim performance.” The report
described claims handling capabilities and performance but provided no assurances to Citizens’
management regarding the operating effectiveness of service providers’ controls.

The other report related to the third service provider and described limited procedures that
included a sample of 45 claims to review performance and to identify and assess any
unresolved claim exposure. While this report related to performance measurement against best
claims practices, the purpose of the report was not to provide assurances relating to the
operating effectiveness of service provider’s controls, as would be the case in a Type Il, SAS 70
audit.

FS-09-LCPIC-9 - Noncompliance With Policy Take-Out Program Requirements

Citizens did not comply with the requirements of R.S. 22:2314 regarding the required
depopulation of Citizens’ policies referred to as the Policy Take-Out Program. R.S. 22:2314
provides that the legislature created Citizens to operate insurance plans as a residual market for
residential and commercial property and intends that Citizens work toward the ultimate
depopulation of these residual market plans. The Policy Take-Out Program was developed to
encourage the depopulation. The statute requires that at least once per calendar year, Citizens
shall offer policies for removal to the voluntary market in bundles of at least 500 policies, which
include both Coastal and FAIR Plan policies. Citizens shall include policies in the bundle with
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geographic and risk characteristics that serve to reduce the exposure of the corporation. Each
insurer in Louisiana admitted to write residential or commercial policies who desires to
participate must submit a take-out plan to Citizens. An insurer shall not be qualified to submit a
take-out plan unless that insurer is admitted to write homeowners or commercial insurance in
the state of Louisiana. Citizens must submit the plans to the Louisiana Department of Insurance
(DOI) for review and approval. If the plan is approved by DOI, Citizens shall submit the plan to
its board. The Citizens’ board shall develop guidelines for the program and file these with the
Senate and House committees on Insurance and the commissioner of insurance for approval.

Citizens conducted two rounds of depopulation in 2008, resulting in seven Take-Out companies
assuming 39,936 of approximately 170,000 policies (23%). Those policies represented
approximately $68 million out of approximately $260 million in premiums (26%), which followed
the policies, also reducing Citizens’ exposure by an estimated $9 billion.

In testing compliance with R.S. 22:2314, we identified the following noncompliance and
weaknesses:

. Citizens offered the total population of in-force policies for take-out but did not
bundle them in any way. Instead, the Take-Out companies were given a
database of the policies and allowed to selectively determine the policies each
company wanted to assume. Citizens then contacted the insurance agents, or
producers, to obtain approval to assume those policies. Consequently, Citizens
failed to comply with specific bundle criteria outlined in the revised statute that
included offering policies in bundles that represented the geographical and risk
characteristics of its overall population of policies.

. Although 75,683 (45%) of Citizens’ in-force policies had been selected by Take-
Out companies, only 39,936 (53%) of these policies were actually depopulated.
Citizens interpreted R.S. 22:23 (Exclusive use of expirations) to mean that a
policy could not be depopulated unless authorized by the insurance agent. This
interpretation may have caused a lesser number of policies to be depopulated
since R.S. 22:2314 has no language requiring an insurance agent's
authorization.

. Citizens did not collect and submit to DOI any formal Take-Out plans from
interested insurance companies as required by R.S. 22:2314. Compliance with
this requirement would have ensured that all seven companies that participated
in the two rounds of depopulation would have met the eligibility criteria described
in the statute. As a result, one company that was not admitted to write policies in
Louisiana and another company that did not have a financial rating were allowed
to participate and assume 12,382 (31%) of the 39,936 policies.

. Citizens’ board did not prepare and submit guidelines for the Take-Out Program

to the Senate and House committees on Insurance and the commissioner of
insurance for approval.
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Citizens’ management believes that there is a statutory conflict between R.S. 22:23 and R.S.
22.2314 and performed the depopulation process by complying with the latter criteria that could
be reasonably met while complying with the constraints set up by R.S. 22:23. In addition,
management noted that compliance with the bundling requirement could have resulted in none
of the bundles being selected since each bundle would likely include “unwanted” policies.
However, since R.S. 22:2314 is specific legislation related to Citizens-only, there is no statutory
language in R.S. 22:2314 cross referencing R.S. 22:23, and R.S. 22:2314 is a more recent
expression of the legislative will, the latest statute would prevail.

The fiscal impact of Citizens noncompliance with statutory requirements and the resulting effect
on premium revenues, claim expenses, and exposure cannot be determined because the
number of policies that would have been depopulated if Citizens complied with R.S. 22:2314 is
unknown. In addition, failure to have Take-Out plans approved by DOI increases the risk that
ineligible companies may be allowed to participate and that these companies could potentially
find themselves unable to meet their obligations to the insurance agent or to the policyholder.
Also, failure to submit required Take-Out Program guidelines to the commissioner of insurance
and the legislature means that there is no written documentation of approval for the procedures
followed by Citizens.

Management should review its implementation of the Policy Take-Out Program and develop
formal practices that would ensure compliance with all the requirements specified in R.S.
22:2314 to meet the latest expression of legislative intent. Management concurred in part with
the finding. Management acknowledged that two ineligible companies were allowed to
participate in the Policy Take-Out Program in 2008. However, management believes that R.S.
22:23 does apply and there is a statutory conflict between R.S. 22:23 and R.S. 22:2314. See
management’s response at B-87.

Additional Comments: Citizens did not follow R.S. 22:2314, which represents specific
legislation related to Citizens and is the latest expression of the legislature’s will. As a result,
Citizens is in noncompliance with state law.

FS-09-LCPIC-10 - Noncompliance With State Eligibility Requirements

Citizens did not follow state law to ensure that all applicants were eligible to be insured by
Citizens. R.S. 22:2302(A) provides that any person having an insurable interest in insurable
property and who has been denied coverage by one or more insurers authorized to write
property insurance in this state is eligible to apply for insurance through Citizens directly or
through a representative. R.S. 22:2302(A) further provides that every application form shall
require that the applicant disclose each insurance carrier who denied property insurance
coverage to the applicant.
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During our test of direct written premiums, 35 applications for policies written in 2008 were
reviewed. Of these 35 applications, 34 (97%) did not disclose on the application that the
applicant was denied coverage or list each insurance carrier who denied property insurance
coverage to the applicant. “No” was checked on the applications for the question “Has
insurance been cancelled, declined, or non-renewed in the voluntary market?”

Management expressed that it did not have the means to implement a control to ensure
compliance with this provision. Failure to ensure that all policyholders are eligible to be insured
by Citizens causes Citizens to be in noncompliance with state law and could result in policies
being issued to ineligible applicants, which could lead to payment of losses to an ineligible
insured. This also increases the risk of misstatement of premiums earned and claim losses on
the financial statements. In addition, the legislation creating Citizens explicitly states that the
legislature intends for Citizens to work to reduce the number of policy holders until Citizens is no
longer needed. If Citizens issues coverage to those who could get coverage elsewhere, then
legislative intent for Citizens to be the insurer of last resort would not be met.

Management should ensure that policies are issued only to those applicants whose application
information demonstrates eligibility for coverage as prescribed by state law. Management
concurred with the finding and provided that the new policy management system that will be
installed in the spring of 2010 will prohibit the issuance of new policies to property owners that
have not been denied coverage by another company. See management’s response at B-89.

FS-09-LCPIC-11 - Uncertainty in Premiums Receivable

Citizens did not adequately support premiums receivable. Citizens could not provide an
accurate and complete aging of premiums receivable, and the results of our tests indicate an
uncertainty of the premiums receivable (uncollected premiums) balance at December 31, 2008.
Good business practices require that accurate and complete financial records be maintained to
ensure that the amounts recorded in the financial statements are materially correct.

Citizens uses its LPMS to process and record premium transactions. However, because of the
limitations and unreliability of LPMS, Citizens contracted with a computer consultant, |.T. By
Design, to design the Louisiana Citizens Data Mart (Datamart) as a method of obtaining data
from LPMS. Datamart reports are used to create the manual general ledger entries to generate
financial reports. The aging of uncollected premiums was also determined using the Datamart.
Management reported admitted premiums receivable of approximately $23.4 million.
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During our testing of admitted uncollected premiums at December 31, 2008, 24 transactions
totaling $413,313 were examined. In seven (29%) of 24 transactions tested, the premium
balance outstanding at December 31, 2008, was overstated in total by $309,508. Upon further
evaluation of the exceptions, the following deficiencies were noted:

. In five exceptions noted above, all or part of the premium payments totaling
$225,636 were removed (suppressed) from the receivables balance. While
generating the aging of premiums receivable, the computer consultant
erroneously removed premium payments thought to be duplicate payments. A
total of $960,345 in premiums payments were removed from the premiums
receivable balance, which resulted in an overstatement to premiums receivable
of $960,345. The monies were appropriately deposited into Citizens’ bank
accounts.

. In two exceptions, the premium balance in the aging report was incorrect and
there should have been no balance (zero) at December 31, 2008. The computer
consultant generates the aging report by pulling the balance from the LPMS
policy balance table. When a change is made to the premium amount via an
endorsement, LPMS does not process the amounts correctly in the policy
balance table, which Datamart uses to create the aging report. Auditors could not
determine why LPMS is calculating the amounts incorrectly in the table and
therefore cannot determine the extent of the misstatement.

. For one exception, the balance in the aging report was incorrect; the balance
should have been zero at December 31, 2008. When a renewal policy cancels
before the effective date of the policy, Citizens refunds the entire premium and
fees paid by the applicant. However, for such an event, the emergency
assessment fee does not zero out in the LPMS policy balance table, which
results in a false receivable in the amount of the emergency assessment fee. In
each case, the receivable amount should be zero. Based upon the available
information, auditors could not determine the extent of the misstatement.

Failure to maintain an accurate and complete aging of premiums receivable has resulted in an
uncertainty of the premiums receivable balance reported on the financial statements at
December 31, 2008. This increases the risk of material misstatement of premiums receivable
on the financial statements.

Management should resolve system errors and/or establish control procedures to provide an
accurate and complete aging of premiums receivable and eliminate the uncertainty of the
premiums receivable (uncollected premiums) balance at year-end caused by system problems.
Management did not concur with the finding, but acknowledged that there are some issues in
the LPMS that impact premiums receivable balances. Management expressed that the
$960,345 was corrected; the incorrect balances in the aging report had minimal impact; and the
emergency assessment differences were only $220,000. See management’s response at B-90.
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Additional Comments: Management reported admitted premiums receivable of approximately
$23.4 million. Our sample identified a 29% error rate. Further evaluation of the exceptions
identified inaccuracies in how the receivable balance was determined. With a high sample error
rate and the nature of the problems we found, it is likely that additional errors exist and would
have significantly higher dollar impact for the whole population.

In regard to the error resulting in false receivables, Citizens’ management noted that the
differences have been quantified to be approximately $220,000. However, supporting
documentation for this amount shows that the amount is netted between negative and positive
receivables and includes additional errors not quantified in our finding.

FS-09-LCPIC-12 - Inadequate Controls for Securing and Monitoring Systems

Citizens has not implemented appropriate controls for securing and monitoring its systems.
Good internal controls include policies for application security and availability requirements in
response to identified risks; performing security monitoring and periodic testing to minimize and
identify security weaknesses and incidents, as well as evaluating their potential impact; and
developing and maintaining password requirements that would improve security over systems.

Audit procedures identified the following weaknesses:

. Citizens has not configured its systems to ensure that login requirements for
LPMS, Fiserv, and its internal network are adequately complex to help prevent
inappropriate access. In addition, Citizens has not prohibited the sharing of user
IDs and passwords.

. Citizens has not formally determined what data should be classified as sensitive
and has not protected such data by using accepted security techniques.

. Citizens has not appropriately granted and monitored remote access to its
internal network. No formal process exists for authorizing remote access, which
leads to the lack of an audit trail.

. Citizens has not monitored logs within LPMS or Fiserv for unauthorized access to
its systems or unauthorized changes to key financial data.

. Citizens has not implemented a security awareness program that would inform
and train users regarding current information security risks.

Citizens’ management has not placed sufficient emphasis on information security. Citizens has
not committed resources to sufficiently manage password changes, monitor its networks, and
identify and protect sensitive data. Without proper controls for securing and monitoring its
systems, Citizens’ systems may be susceptible to unauthorized access and change, as well as
theft or destruction of Citizens’ data without detection. In addition, management may not be
able to hold users accountable for unauthorized use of an ID.
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Citizens’ management should require that passwords for all systems meet industry standards
for complexity, expiration, and login attempts and disallow the sharing of user IDs.
Management should also establish a data classification policy to identify and protect sensitive
data, ensure remote access is appropriately authorized and monitored, review access log
reports for both Fiserv and LPMS on a regular basis to search for inappropriate or unauthorized
changes to data, and implement a security administration function. Management described
corrective action plans relating to implementing a new, more complex systems access process,
adding levels of security to remote access, and publishing formal written IT security policies.
Management stated that Citizens does not capture sensitive policyholder data. It also
expressed that remote access was limited to senior management and technical support. See
management’s response at B-77.

Additional Comments: Our review of Citizens' data shows that it does contain sensitive
information.

Citizens could not provide evidence to support its statement that remote access to its systems
was limited to only senior management and technical support.

Logs are not a means of controlling access to systems. Logs are a key detective control in
which history is maintained for monitoring system activity. Because Citizens does not actively
monitor access logs for unauthorized activity, Citizens cannot timely detect unauthorized
transactions. Furthermore, without adequate controls and monitoring neither Citizens nor the
auditor can assert whether or not there were any unauthorized accesses or changes to data in
Citizens’ systems.

FS-09-LCPIC-13 - Inadequate Documentation of Information Systems

Citizens does not have adequate current documentation on the design and functions of its
critical IT systems. The IT systems were developed by vendors specifically for Citizens,
including LPMS, Datamart, and the Operational Reporting and Balancing System (ORBS). In
addition, Citizens’ management and personnel are critically dependent on vendors to manage,
operate, and maintain LPMS and Datamart because of a lack of knowledge transfer between
the vendors and Citizens. LPMS is Citizens’ main system for supporting its insurance
operations. Citizens uses the vendor-developed Datamart as a method of obtaining data from
LPMS to develop its manual general ledger entries. ORBS is another vendor-developed system
used by Citizens to independently balance and reconcile LPMS data to the Datamart.

Although Citizens is very dependent on its vendors for its IT systems, the vendors were not
required to obtain SAS 70 (service organization) audits to provide Citizens with some assurance
that adequate controls were in place for those contractors. In fact, management did not have
current contracts with these vendors. The primary vendor maintaining LPMS has refused to
sign a contract. Efforts to sign a contract with this vendor only appear to have been made after
the auditor brought the issue to Citizens’ attention. The lack of current contracts means that the
vendors could abruptly stop providing services and Citizens would not be able to manage its
own data.
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Control and management objectives over IT systems require that software should be developed
in accordance with design specifications, development and documentation standards, quality
assurance requirements, and approval standards and that a management plan should be
implemented and include documentation of the roles, responsibilities, procedures,
documentation requirements, appropriate systems documentation, and guidance that is
appropriate for personnel with varying levels of skills and experience. Also, critical reliance on
vendors for basic system knowledge should be minimized.

Citizens’ staff could not provide the auditors with updated or complete documentation of LPMS,
Datamart, and/or ORBS, which are key systems relied on for internal control over financial
reporting. Citizens has no process in place with regard to the production of user documentation,
operations manuals, and training material for LPMS, Datamart, or ORBS. Also, there are no
current data dictionaries for LPMS or Datamart on hand.

. The technical LPMS manual provided to the auditor has been a “draft” version
since 2005 with no evidence of management review, edit, or approval. In
addition, Citizens lacked current documentation explaining security roles and
profiles and their appropriate assignments to users in LPMS.

. The original documentation given to the auditor for the Datamart consisted of a
“Process Flow Diagram” flowchart that was over 1 % years old. The flowchart did
not represent the current configuration of the Datamart for 2008.

. The ORBS executive and project overviews and related database table
schematics do not accurately portray the current use of the ORBS database.

Citizens has not adequately trained its IT personnel to manage, operate, and maintain LPMS or
Datamart without substantial vendor assistance. The lack of documentation and knowledge of
their own systems, as well as no contracts, leaves Citizens vulnerable to losing control and
availability for those information systems in the event a vendor no longer agrees to provide
services to Citizens.

Without proper system documentation and knowledge, Citizens may be unable to determine the
nature of data, IT controls, or programs that are critical for its financial reporting needs. As a
result, the IT function may not adequately support the financial reporting process and financial
reporting errors could likely occur and remain undetected.

Without proper system documentation and knowledge, especially on highly customized systems
such as these, systems are subject to errors because:

. Certain control points and specific tables/data are not identified.
. Risk assessments and vulnerability assessments have not been adequately
performed.
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. A transfer of knowledge and training has not occurred.

. Output and reports are not sufficiently defined.

. Security roles, profiles, and their appropriate assignments to users have not been

clearly interpreted or maintained.
. Data could be manipulated without management’s knowledge by both the vendor

and Citizens’ staff who have inappropriate access.

Citizens’ management should develop a process and dedicate the necessary internal resources
for maintaining up-to-date system documentation, such as operation manuals, training
materials, data dictionaries, and other documentation. Management should also provide training
to its personnel sufficient to keep LPMS and Datamart operational in the event vendors no
longer provide their services. Citizens’ management should ensure its vendors maintain proper
internal controls and current, detailed documentation on all systems and related changes. This
documentation should be readily available to necessary Citizens’ personnel, auditors, and other
appropriate individuals. Current contracts should be obtained for all vendors and Type II, SAS
70 audits should be required for all vendors who are service organizations. Management
concurred that system documentation was inadequate. Management expressed that it would
not be prudent to utilize Citizens’ personnel to document systems that are scheduled to be
replaced. See management’s response at B-78.

Additional Comments: Because LPMS will be used until 2011, management's lack of
documentation of its information systems creates a risk that system errors could occur and
remain undetected and/or unresolved. In addition, without proper documentation, the
knowledge and understanding of Citizens’ personnel of their own systems is hampered.

At the onset of the audit, we asked for all contractual agreements. Management did not inform
us of any ongoing negotiations with ITBD, a vendor that provides critical services. In late
July 2009, Citizens’ personnel provided us a “DRAFT” of a proposed contract, which remained
unsigned in November 2009.

The documentation supporting the Datamart was outdated and inadequate for use in gaining an
in-depth understanding of Datamart's current system configuration.

FS-09-LCPIC-14 - Lack of Contracts for Information Technology Services
Citizens did not have contracts in place during 2008 for services rendered by information
technology vendors, I.T. By Design (ITBD) and 14 Integrated Services (14). Citizens paid ITBD

approximately $2.5 million and 14 approximately $558,000 for services between January 2008
and May 2009 without contracts for either vendor.
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Good business practices, including those governing information technology, require contract
expenditures to be paid based on the terms and conditions of an approved, written contract. In
addition, the roles, responsibilities, and expectations between the contracting parties should be
well-defined, and a process should be established to monitor service delivery to ensure that the
vendor is meeting current business requirements and that performance is acceptable.
Contracts with service organizations should include provisions to require the vendors to provide
reports on policies and procedures placed in operation and tests of operating effectiveness in
accordance with Statement on Auditing Standards No. 70 (Type II, SAS 70 report).

Citizens did not take adequate measures to ensure that information technology service
contracts were current and applicable to the ongoing business at Citizens after its separation
from the Property Insurance Association of Louisiana (PIAL). The lack of contracts with
information technology vendors prevents Citizens from measuring/monitoring the services
provided by the vendors with deliverables included in a defined, agreed-upon service
agreement. The lack of an agreement increases the risk that the vendor may make
unauthorized changes to systems and data that are not in accordance with a mutually
understood agreement. This further allows the vendors to have less accountability and exposes
Citizens to a lack of recourse if vendors do not perform or perform improperly.

Citizens’ management should develop written contracts with all of its information technology
vendors and include a clause requiring a Type Il, SAS 70 report when the vendor is a service
organization. Management noted that a valid contract was in place in 2008 for 14 and that ITBD
was honoring and working with Citizens under the original PIAL contract. See management's
response at B-82.

Additional Comments: Citizens had no current contract with 14 during 2008 and early 2009 to
continue ongoing financial support services. The contract with 14 in effect in 2008 was to
support the compilation of financial statements for previous years, and the contract had no
provision for processing 2008 transactions or for the preparation of 2008 financial statements.

The contract between PIAL and ITBD is not a valid contract between Citizens and ITBD. In
addition, the services provided to PIAL according to the terms of that contract are not the same
services provided to Citizens. For example, the Statement of Work in the PIAL contract
addresses the implementation and maintenance of only PIAL’s “network” and has no provision
for ITBD’s continued support of the LPMS “application.”

Without valid contracts, Citizens exposes itself to a lack of recourse if vendors do not perform or
perform improperly and reduces vendor accountability.
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FS-09-LCPIC-15 - Lack of Information Technology Policies and Procedures

During 2008, Citizens lacked the following policies and procedures concerning its use of IT:

. A logical access policy with standardized procedures for the issuance,
revocation, and periodic review of system and network user IDs

. A physical access security policy

. A policy that classifies data for confidentiality, integrity, availability, and retention
requirements

. An acceptable usage policy defining appropriate business use

. A network policy and “remote access” policy for granting outside users access to

the internal network

. A policy for IT procurement

According to Control Objectives for Information and Related Technology published by the IT
Governance Institute, entities should:

. Develop and communicate policies and procedures to ensure the achievement of
IT objectives and awareness of business and IT risks.

. Establish and maintain IT security roles and responsibilities.

. Establish data ownership, define appropriate security levels and protection

controls, and define data retention and destruction requirements.

. Develop and follow a set of procedures that is consistent with the organization’s
overall procurement process to acquire needed IT-related infrastructure,
hardware, software, and services.

Management has not placed sufficient emphasis on the creation and enforcement of IT policies
and procedures. Without appropriate IT policies and procedures, there is an increased risk that
(1) management may grant inappropriate access to its systems, data, and physical assets;
(2) management is not effectively managing and safeguarding the confidentiality, integrity, and
availability of data; and (3) management may not timely and cost efficiently acquire IT services
and/or equipment. In addition, inadequate IT policies and procedures could also result in a lack
of recourse if a negative event would occur.

Citizens’ management should develop, implement, and follow appropriate IT policies and
procedures and make them available to appropriate Citizens' personnel. Management
expressed that Citizens does have IT policies and procedures and is in the process of
strengthening and documenting those IT policies and procedures. See management’s
response at B-84.
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Additional Comments: Citizens’ personnel neither provided us with formalized IT policies and
procedures nor were its informal policies clear and consistently applied.

LOUISIANA STATE UNIVERSITY HEALTH SCIENCES CENTER
(HEALTH CARE SERVICES DIVISION)

FS-09-LSUHSC(HCSD)-1 - Inadequate Control Over Financial Reporting

For the second consecutive year, the Louisiana State University Health Sciences Center -
Health Care Services Division (HCSD) did not have adequate control over its financial reporting.
Good internal control requires adequate preparation and review procedures to prevent and
detect errors in the financial data submitted for inclusion in the Louisiana State University (LSU)
System AFR.

Audit procedures disclosed the following significant deficiencies:

. HCSD failed to develop an estimate methodology for professional services
provided during the fiscal year that had not been entered or billed by June 30.
Unrecorded professional services resulted in audit adjustments increasing
accounts receivable and hospital income by a gross amount of $14,100,809 and
net of contractual allowances of $1,949,870.

. Uncompensated Care Costs (UCC) and Medicare payments and recoupments
were recorded inconsistently. HCSD’s policy is to net UCC, Medicare, and
Medicaid receivables and payables on the Statement of Net Assets.

. HCSD received a $9,773,326 UCC payment for fiscal year 2009 after
June 30 but did not set up a UCC receivable, causing accounts payable
and accounts receivable to be overstated by $9,773,326.

. The 2008 UCC receivable and payable was settled during fiscal year
2009. HCSD eliminated the 2008 receivable and payable but also
applied the recoupment against fiscal year 2009 UCC payments, causing
accounts payable to be understated by $20,082,513.

. Supporting documentation prepared by the Cost Reports section
indicated a 2006 Medicare receivable had been settled; however, a
receivable balance of $384,452 was recorded in the financial statements,
causing accounts payable to be understated by $384,452.

. The prior period adjustment column on the Schedule of Capital Assets note

disclosure was understated by $293,576. The additions column was overstated
by $8,968,104 and the transfers column was understated by $8,674,528.
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. HCSD hired a contractor to create a Statement of Cash Flow (SCF) template to

assist in the rollup of th